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Legal Information

©2023 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for degption and explanation only. The information

contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

HIKVISION and other Hikvision's &idemarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

HEIITII : The terms HDMI and HDMI Hiflefinition Multimedia Interface, and the HDMI

FINITION MULTIMEDIA INT

Logo are trademarks or registered trademarks of HDMI Licensing Administrator, Inc. in the United
States and other countries.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODL
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" ANL
"WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIE
INCLUDING WITHOUMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS F
A PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NC
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR IN
DAMAGES, INCLUGINAMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINE
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTAT
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNEATHDNHE USE OF THE PRODUCT, EVEN IF HIKVISION
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECI
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES EQPEBRNDORNA

PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROMCKBEARCKER ATTACK,

VIRUS INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PRO
TIMELY TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPOIAMCE WPPLICABLE LAWS, AND YOU ARE
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES¢
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDINGMITAITON, RIGHTS OF
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PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBBEHSDINRDUDING THE

DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THEOBREVELOPMEI
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKHAR EUBR IN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLECABLE LAW, TH
LATTER PREVAILS.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user's auitydo operate the equipment.
FCC compliance: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harminkerference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is10 guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to trpii@ct the
interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit differerdrfr that to which the receiver is

connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Conditions
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
This device may not cause harmful interference.
This device must accept any interference received, including interference that may cause
undesired operation.

EU Conformity Statement

This product and if applicable- the supplied accessories too are marke

c € with "CE" and comply therefore with the applicable harmonized
European standards listed under the EMC Directive 2014/30/EU, LVL
Directive 2014/35/EU, thed¥S Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol can
be disposed of as unsorted municipal waste in the European Union. F
K proper recycling, return this product to your local supplier uploa
purchase of equivalent new equipment, or dispose of it at designated
[ collection points. For more information see:
http://www.recyclethis.info.
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2006/66/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted municipal waste in the European
Union. See the product documentation for specific battery informatior
The battery is marked with this symbol, which may inellettering to
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycli
return the battery to your supplier or to a designated collection point.
more information seehttp://www.recyclethis.info.

Industry Canada ICEH®3 Compliance
This device meets the CAN 1€EE®)/NMB3(A) standards requirements.
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Applicable Model

This manual is applicable to the following models.

Table 1 Applicable Model

Series

Model

DS9600NHS(B)

DS9608NHS(B)

DS9616NHS(B)

DS9632NH8(B)

DS9664NHS(B)

DS9600NH16(B)

DS9616NH16(B)

DS9632NH16(B)

DS9664NH16(B)

DS9600NH8

DS9608NH8

DS9616NH8

DS9632NH8

DS9664NH8

DS9600NH 16

DS9616NH16

DS9632N4H 16

DS9664N4H 16

DS8600NHS8

DS8608NH8

DS8616NH8

DS8632NH8

DS8664NH8

DS8600N4H8/24P

DS8632N148/24P

DS7600NH?2

DS7608NH?2

DS7616NH2

DS7632NH?2

DS7600NH2/P

DS7608NH2/8P

DS7616NH2/16P

DS7632NH2/16P
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Series

Model

DS7700NH4

DS7708NH4

DS7716NH4

DS7732NH4

DS7700NH4(B)

DS7716NHA4(B)

DS7732NH4(B)

DS7700NH4/P

DS7708NH4/8P

DS7716NH4/16P

DS7732NH4/16P

DS7732NH4/24P

DS7700NH4/P(B)

DS7716NH4/16P(B)

DS7732NH4/16P(B)

DS7800NH2

DS7808NH2

DS7816NH2

DS7832NH?2

DS7800NH2/P

DS7808NH2/8P

DS7816NH2/16P

DS7832NH2/16P

DS7900NH4

DS7916NH4

DS7932NH4

DS7900NH4/P

DS7916NH4/16P

DS7932NH4/16P

DS7932NH4/24P

DS7608NiM2

DS7608NtM2

DS7616NtM2

DS7632NtM2

DS7600NM2/P

DS7608NiM2/8P

DS7616NiIM2/16P

DS7700NiM4

DS7716NiM4

DS7732NiM4

Vi
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Series

Model

DS7764NiM4

DS7700NiM4/P

DS7708NiM4/8P

DS7716NiM4/16P

DS7732NiM4/16P

DS7732NiM4/24P

DS9600N+M8

DS9616NiM8

DS9632NiM8

DS9664NiM8

DS96128NiM8

DS9600NIM8/R

DS9616NIM8/R

DS9632NIM8/R

DS9664NIM8/R

DS96128NiM8/R

DS9600NiM16

DS9616NtM16

DS9632NtM16

DS9664NtM16

DS96128NiM16

DS9600NIM16/R

DS9616NIM16/R

DS9632NiM16/R

DS9664NIM16/R

DS96128NiIM16/R

Vil
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Safety Instruction

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.
In the use of the product, you must be in strict compliance with the electrical safety regulations
of the nation and region.
Firmlyconnect the plug to the power socket. Do not connect several devices to one power
adapter. Power off the device before connecting and disconnecting accessories and peripherals.
Shock hazard! Disconnect all power sources before maintenance.
The equipmenimust be connected to an earthed mains sockatlet.
The sockebutlet shall be installed near the equipment and shall be easily accessible.

% indicates hazardous live and the external wiring cartad to the terminals requires
installation by an instructed person.
Never place the equipment in an unstable location. The equipment may fall, causing serious
personal injury or death.
Input voltage should meet the SELV (Safety Extra Low Voltage)@ah® & (Limited Power
Source) according to the IEC62368.
High touch current! Connect to earth before connecting to the power supply.
If smoke, odor or noise rise from the device, turn off the power at once and unplug the power
cable, and then please cortithe service center.
Use the device in conjunction with an UPS, and use factory recommended HDD if possible.
This product contains a coin/button cell battery. If the battery is swallowed, it can cause severe
internal burns in just 2 hours and can le@ddeath.
This equipment is not suitable for use in locations where children are likely to be present.
CAUTION: Risk of explosion if the battery is replaced by an incorrect type.
Improper replacement of the battery with an incorrect type may defeatfagaard (for
example, in the case of some lithium battery types).
Do not dispose of the battery into fire or a hot oven, or mechanically crush or cut the battery,
which may result in an explosion.
Do not leave the battery in an extremely high temperatawgrounding environment, which
may result in an explosion or the leakage of flammable liquid or gas.
Do not subject the battery to extremely low air pressure, which may result in an explosion or
the leakage of flammable liquid or gas.
Dispose of used lieries according to the instructions.
Keep body parts away from fan blades and motors. Disconnect the power source during
servicing.
Keep body parts away from motors. Disconnect the power source during servicing.
Use only power supplies same with theginal model, or LPS power supplies with the same
voltage and electric current.

viii
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Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the following tips:
The device is designed for indoor use only. Install it in aweellilated, dustfree environment
without liquids.
Ensure recorder is properly secured to a rack or shelf. Major shocks or jolts to the recorder as a
result of dropping it may agse damage to the sensitive electronics within the recorder.
The equipment shall not be exposed to dripping or splashing and that no objects filled with
liquids shall be placed on the equipment, such as vases.
No naked flame sources, such as lighted ¢esidshould be placed on the equipment.
The ventilation should not be impeded by covering the ventilation openings with items, such as
newspapers, tabkeloths, curtains, etc. The openings shall never be blocked by placing the
equipment on a bed, sofa, guor other similar surface.
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
For certain models, the equipment has been designed, when required, modified for connection
to an IT power distribution system.
identifies the battery holder itself and identifies the positioning of the cell(s) inside the
battery holder.
+ identifies the positive terminal(s) of equipment which is used with, or generatest dire
current. + identifies the negative terminal(s) of equipment which is used with, or generates
direct current.
Keep a minimum 200 mm (7.87 inch) distance around the equipment for sufficient ventilation.
For certain models, ensure correct wiring of tiegrhinals for connection to an AC mains supply.
Use only power supplies listed in the user manual or user instruction.
The USB port of the equipment is used for connecting to a mouse, keyboard, USB flash drive, or
Wi-Fi dongle only.
Use only power supms listed in the user manual or user instruction.
Do not touch the sharp edges or corners.
When the device is running above 45 (113F),or its HDD temperature in S.M.A.R.T. exceeds
the stated value, please ensure the device is running in a cool environment, or replace HDD(S)
to make the HDD temperature in S.M.A.R.T. below the stated value.
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Content @nvention

In order to simplify description, please read the following conventions.
Recorder or device mainly refers to video recorder.
IP device mainly refers to network camera (IP camera), IP dome (speed dome), DVS (Digital
Video ®rver), or NVS (Network Video Server).
Channel mainly refers to the video channel in video recorder.
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

&Danger Indicates a hazardous situation which, if not avoided, will or could
result in death or serious injury.

& : Indicates a potentially hazardous situatiohich, if not avoided,
Caution . .

could result in equipment damage, data loss, performance
degradation, or unexpected results.

E@Note Provides additional information to emphasize or supplement
important points of the main text.

Xi



Network Video Recorder User Manual

Contents

Chapter 1 BasSiC OPEIaAtiON........cccoiiiiiiieeeiiiieee e e ettt e et mat e e sibs e e e s asnr e e e e s amenreeeeeeaas 1
1.1 ACLIVALE YOUI DBVICE ...cuuuieieiiiieeee et e et e e e et e e et s e e e et n e et e e e e eaae e e e eatan e e e e eeaaneennns 1
1.1.1 Default User and IP AQAIrESS........voiiiiiiiieiiieeee e e e eee e e e 1
1.1.2 Activate VIdLoCal MENU..........uuiiiiiiiie e eee e e e e eees 1
1.1.3 ACHIVALE VIA SADP.... .ot e 2
1.1.4 Activate via Client SOftWarE..........oovveiiiiie e 3
1.1.5 Activate Via WED BrOWSEL.........covuuiieiieiiie e eeeiie e e e e een e e eennneeeeend 6

1.2 CONfIQUIE TCP/LR....ceiiiiii ettt eenn e e 7
1.3 CoNfIGUIE HDD... ..ottt 9
1.4 Add NetWOrK CamMEIaA........uuieiiieiieeeieieeee e e et e e e eea e e e e eta e e e e e eeanaeaeesnnseeeesannenes 9
1.4.1 Add Automatically Searched Online Network Camera..............ccccevvvvneneenns 10
1.4.2 Add Network Camera Manually............coouuuuiiiiiiiiiiie e 10
1.4.3 Add Network Camera Through PQE.............ccooiiiiiiieeiii e 11
1.4.4 Add SolaPowered Camera Through OTAP Protacol.............ccccceevevvvneeennnnn. 14
1.4.5 Add Network Camera via Customized ProtoCol............cccuuvviiiieeiiiininnennn, 15

1.5 ConNECt t0 PlatfOrm........ouuiiii e ee e 16
1.5.1 Configure ISUR......oui et r e e e e e e e 16
1.5.2 Configure HHCONNECL.........oi i e e e e e e 18
1.5.3 CoNfigUIE OT AR ... e e rrr e e e et e e e e e e anas 19
Chapter 2 Camera SEHINGS........oocvviiieii e e e e e e e e s s rmr e e e e e e e e e e e e s s ssamrssnreeees 21
2.1 Configure OSD.........i it aaa 21
2.2 Configure Image ParametersS............iiiiiiiiiie e e e 22
2.3 Configure PrivaCy MasK ...........oiiiiiiiiii e 22
2.4 Configure IP Camera TIME SYNC........uiiiiiiiii e eeee e e e e e e e e e 23
2.5 Configure Camera Microphone Settings..........coooevvviiiiiice e 24
2.6 Configure SolaPowered Camera Parameters............coeeeevviiiiieeeieeeeciiie e 25
2.7 Import Network Camera CertifiCcate..........cooevveviiiiiiicee e 25
2.8 Import/Export IP Camera Configuration FileS............cccooviiiiiiie e 25
2.9 Save Camera VCA DALAL. ........oieieiii it e e eaas 26

Xii



Network Video Recorder User Manual

2.10 Upgrade IP CaMEIAS. ........uuuiii ettt e et e e e e nb e eeeees 26
CRAPLET 3 LIVE VIBWL .ttt ettt ettt ma e e et e e e st e e e s am b e e e e e annneeeens 28
TR Y = L B A Y T PP 28
3.1.1 Configure LiVe VIEW SEettiNgS.......uuuuiiiieiiiiiiiieae e e e e e 29
3.1.2 Configure LB VIEW LAYOUL.........ciiiiiiiieiiiiie e eeeie ettt e e e e eeenees 30
3.1.3 Switch Main/AuXiliary POrL..........cooiiiiiiiii e 32

2 B 1o 11 =1 I o To] o { NSRRI 32
BB FISNEYE VIBWL.....eeee e et 33
3.4 3D POSIHONING ...ttt ettt e e e ee e e e e et et e bbb e e e e e e nna e e e e e eeennes 33
3.5 Cotfigure ChannelZero ENCOAING...........uiiiiiiiiiiiiiiiaee e 34
3.6 Configure TranSCOUEd LIVE VIBW........ccciuuuiiiiieeeeeeie et 34
G A A @ 1 o | PP 36
3.7.1 Configure PTZ ParameterS.........uuuuiiiieiiiiiie ettt 36
7.2 SOL A PIrESEL. ... 36
7.3 Call @ PreSEl ..t 37
7.4 St a PatrOl. .. e 37
B.7.5 Call @ PAIOL......iiiiiiiei et 39
3.7.6 St A PAEIN. ..o 40
7.7 Call @ PAEIN. ..ot ee e 41
3.7.8 Set Linear SCaN LIMUL.........ccuuuuiiiiiiee et 41
3.7.9 ONETOUCKH Park......cuuuiiiiieiiiiei e e 42
Chapter 4 Recording and Playback..............ccoeviiiiec e A3
g I L= To 0] o 1 T RS PPPPRRY 1
4.1.1 Configure Recording Parameters........ccouuiieiiiiiiieeei e e ee s 43
4.1.2 Enable H.265 Stream ACCESS .. ...coivieeiiiiiiieeeeeeiiaee e e e eeeviiis e e e e e anaaeeeseeeene 45
I I 3 AN | PSPPSR 45
4.1.4 Manual RECOIING........uuiiiiiiiii e e eee e e e e e e e e e e e e e e eeaaa e eeeed 45
4.1.5 Configure Recording Schedule...........ccccoeiieiiiiieeeiiiiiiiieeeeiieeeeevieeeennnn . 45
4.1.6 Configure Hallay ReCOrdiNG ........ccovvuuiieiiiiii e eee e a7

A.2 PlaYDaCK ... ..cuuiiiiiiie e e a e aan 48
4.2.1 Instant Playback.............ii i 48

Xiii



Network Video Recorder User Manual

4.2.2 Play NOrmMal VIdEQ.......ccooiiiiiiiiiee e 49
4.2.3 Play Smart Searched VIdE0.........coouuuuiiiiiiieieeeie e 50
4.2.4 Play Custom Searched FUES..........oouuuiiiiiieeeei e 51
4.2.5Play TaAQ FIlES.....uuiii et 51
4.2.6 Play DY SUDEIOUS........cueiiiiieei e 52
4.2.7 Play EXternal FIleS...... ..o 53

4.3 Playback OpPerationsS.........cccouuiuiiiiiieei et 53
4.3 1 EAIt VIAEO CliPS...euuiieiiiiiiiiiie ettt e e e 53
4.3.2 Configure Transcoded Playback ... e, 53
4.3.3 TRUMDBDNAIIS VIBW.....ueiiiieeiiie ettt e e e e e e e e e eenas 54
Chapter 5 PICtUre CaplUI ... ...eeieiiiiiiiee ettt mr e e et e e e s ssbb e e e e s smatbeeeeeaas 56
5.1 CoNfIQUIe ParameteIS ... ..cccuuuiiiiiiiee ittt ettt eer e e e e e e e eraa e 56
5.2 Configure Capture SChedule.............ooooiiiiiiiiie e 56
5.3 Configure Holiday Capture Schedule.............coouiiiiiiiiie e 56
CRAPTEI B EVENL.....co i ettt e et e et e e e e e e e nnnaeeee e 58
6.1 NOrmMal EVENT ALGITIL.....uuiii e ere e e e e ana s 58
6.1.1 Configure Motion Detection Alarms.........cooovvviiiiiiiiieeeee e 58
6.1.2 Configure Video LOSS AlAImS.........ccovuvuiiiieeiiieeeiieeeeeiis e e e e eeeaneeeaan e eeenes 58
6.1.3 Configure Video Tampering Alarms.........ccooieieiiiinieeeeeeeee e e 59
6.1.4 Configure SENSOr AlGIMS ........iiiiiiii e e e e e 59
6.1.5 Configure EXCeptions AlArmS.........ccovuviiieiiiiiieee e e e e e e e e e enes 59
6.1.6 Flashing Light Alarm OULPUL.........coouuiiie e e e e e 60

L A AN E o [ 1o I AN F= U ¢ I LU o U PSP 61
6.1.8 Configure Combined Alarm.............ooi i 61

Y O N V=T o1 Y F= T4 ¢ F SRRSO 62
6.2.1 TeMPErature SCrEENING.......ccciieueieeeeeiie et e e e e e e e e et e e e e et e e et e e eeaaeeeeenns 63
6.2.2 Transparent TranSIBEBION. ........cccuuuieeriiiieeeeeeeeeeteeeeeeiaeeeeat e e esnn e erssnaaeeennes 63
6.2.3 Hard Hat DEtECHION.......cceeeiiiiie et e e e e eeeees 64
I = (ol I O T o) LU =P 64
6.2.5 Line Crossing DeteCHON.......cciiiiii e e e e e 65
6.2.6 INtrUSION DELECHION. .....ciiiiiiiiiiiie e eeeeeees a7

Xiv



Network Video Recorder User Manual

6.2.7 Region ENtrance DeteCHON..........cccvurriiiee e ceeiie et 68
6.2.8 Region EXItINDEtECON.........couuiiiiie e 70
6.2.9 VENICIE DEIECHON. ... ccieeiiieeeeiie e e e e e e e eaa e 71
6.2.10 MultiTargetType DeteCtion............ooceiieiiiiiiiiieeeiiiis e eeeineeee e L
6.2.11 Object Thrown from Building............coooeiiiiiiiiiierieiii e 2
6.2.12 LOItErNG DELECHON. ... .o i et 73
6.2.13 People Gathering DeteCtioN...........cuuuuiuiiiiieiiee et 75
6.2.14 Fast MOVING DEECHON. .........oiiieiiiiiiiiiie ettt e e e e eeeeeees 76
6.2.15 Parking DeteCHON. .........uuuiiiie et 77
6.2.16 Unattended BaggageeBCtion ............cooeeiiiiiiiiiiiieeeeii e 78
6.2.17 Object Removal DeteCtion............oiiiiiiiiiiiiiieee e 79
6.2.18 Audio EXCeption DeteCHiON..........uiiiiiiiiiiiiiieee e 81
6.2.19 DefOCUS DELEIEN ......cevuiieeieiie e eee e et e e e e e e e e e e e eann e 82
6.2.20 Sudden Scene Change DeteCtiQn............oovviiiiiiiirrieiiiiiiie e eeeeenes 83
G I | G - g o 83
6.2.22 Thermal Camera DeteCtion.............uuiiiiiiiiiie e 84
6.2.23 QUEUE MaANAQEMENL... ...t e e e e e e 85

6.3 TArget DEIECHION.......iiieiie et e e e et e e e et e e e e eaa e ennaeeeanes 85
6.4 Configure Arming Schedul@............cooueiiiiicee e 86
6.5 Configure LINKAgE ACHIONS .......iiiiiii e eeee et e e e et e e e e e eaaa e 87
6.5.1 Configure Auteswitch Full Screen Monitoring............coeeeevvviiieieeee e 87
6.5.2 CONfIQUIE BUZZEL.......cuui e eeeee ettt ee e e e et e e e e e e eean 38
6.5.3 Notify Surveillance CeNter............iiiiiiii e 88
6.5.4 Configure Email LINKage.........ccccovviiiiiiieeee e 38
6.5.5 Configure AUIO AlEIL.........uni i e 89
6.5.6 Trigger Alarm OUIPUL...........uiiiiiiii e e e e e e e e e eees 89
6.5.7 Configure Audio and Light Alarm Linkage............ccooiiiiiiiceiiiii e Q0
6.5.8 Configure PTZ LINKAGE. ......ccuuiieeiiiie et a e 20

(@ aF=T o] (=1 g o 1 HS PRSP PPREPPPR 91
Yo (o = Vg I (o B B TV (o = SRR 91
7.1.1 Add an Access CONtrol DEVICE.........ccoviviuiiiiiii e 91

XV



Network Video Recorder User Manual

7.1.2 Add an AlArm DEVICE......c.uuiiiiiiiii e eieee ettt e e e e e eeee 92

7.1.3 Add Network AUIO DEVICE........coeieiii e eee e 93

7.2 Configure the Linkage Action and Arming Schedule...............ooooiviiieiiiiiiiiiinnn. 94

7.3 CONFIGUIE OSDD.....iiiiiiii ittt et e e ettt e e e e e nnn e e e e e eenae 95

7.4 Configure AUCIO ParametersS.........coouuuiiuiiieeee et 96

7.5 Search the IO RECOIM..........i it r e e et e e e ee s 96

AT o VA o [T o V1 o (1 = 98
7.6.1 Configure the Event Recording/Capturing............cooevvviuiiinemeeiiiineeeeeeeeeinnns a8

A > (o o N (o Y To [T o R 100

Chapter 8 SMAIt REPOLL......cciiiiiiiiii et rr e e s et e e e e s smre e e e e enees 102
8.1 Pe0PIE COUNTING.....cciiiiiiiiiiiie ettt ettt e e e e et ee b e e eeeeanen 102

8.2 HEAL MBI ...t e e 102
Chapter O SEH.EAINING.........ouiiiiiiiii et e et e e e s sbnre e e e e nees 104
9.1 Add False Alarm Pictures to Se€Karning Library..........cccccooioiiiiiiiiiee e 104

9.2 Delete False Alarm Pictures in Skeffarning Library..............oooiiiiiiniiiiiii, 105

(@ aF=T o] (=1 g O I a1 (=Y =T F= Vo 1T 0 =T o U 106
10.1 SEAICKH FilES.....uiiii ettt ettt e e et e e e e e eaae 106
OB {0 Lo | | = 106
IO B U T = 7= V] (U | o R 107
10.4 SMArt SEAICKL....ccuiiiiii e 107
10.4.1 Face PiCture SEarCh........ccoooviiiiiiiiiiieee e e e 107

10.4.2 HUMAN SEAICH.....coiiiiiiiii e 108

10.4.3 VehiCle SEAICH.......couuiiiii e 109

(O aT=T o] (=] g ] (0] = Vo 1= OO 110
11.1 Storage Device ManagemMeNnt...........ccuuuuiieiiiiiieeiii e e e e e e e e e 110
11.1.1 Manage Local HDD............cooviiiiiiiceee e 110

11.1.2 Add @ NetWOrK DiSK.........uuiiiiiiiiiiiiiiieee e 112

11.1.3 Configure Cloud STOrage..........uoieiiiiiiieeiieee e 113

11,04 Manage @S AT A et 114

11.1.5 Dynamically Adjust Recording Writing Buffer.............ccooooiiieeinei. 116

I B 1] QAN 1 - Y PSPPI 117

XVi



Network Video Recorder User Manual

11.2.1 Create @ DISK AITAY.......ciii et eetie et e e e 117

11.2.2 REDUIIA @N AITAY.....uiieeie et re e e e e e eea e e eenes 120

Chapter 12 Hot Spare Device BaCKUP.........ooiiiiiiiiii e 123
12.1 Set WOrKiNG DEVICE......coiiiiiiiiie e 123
12.2 Set HOt SPAre DBVICE.... oo ettt ettt eeeeeaas 124
12.3 Manage HOt SPare SYSIEM.......ccouuiiiiiii e 124
Chapter 13 NetWOrK SETINGS. ... .uueiieiiiiiiiie et ier et mr et e e s e nne e e e e e smaees 127
13.1 Configure DDINS ... .ot e e 127
13.2 Configure PPPQE. ... 127
13.3 Configure SNIME.. ..o eee s 128
13.4 Configure EMail..........oiii it 130
13.5 Configure Port Mapping (NAT) .....uu e e e et e 131
13.6 CONIGUIE POLL.... oot e e eeanaes 132
13.7 ConfigUIe ONVIE ... .ttt e e 134
Chapter 14 POS CONfIQUIATIAN. ......oiitiiiiie it ettt ene et e e e e e e e nsenees 135
14.1 Configure POS CONNECHON. ... .civuti et e e e e e e e e eaa s 135
14.2 Configure POS TeXt OVEIIAY......ccciveieieeeiiii e e e e e eeeaa e e eene 138
14.3 Configure POSaIM........couuiiiiiiii e e e e e e e e e e e e e aan 139
Chapter 15 User Management and SECUNLY...........uuuueiiiieeeiiieeesiciiiiieeeee e e e e e e e s e simssnneeneees 141
15.1 MANAQJE USEI ACCOUNLIS. .. c.uiiiiiiiieite et te sttt e et e e et et e e e re e et e e e e e e eaneeaaees 141
15.0.0 Ad @ USEI ...ttt e ettt e e e e e e e e b e eeaanes 141

15.1.2 Edit the AdMIN USEI.......couiiiiiiieieiieeiiteee ettt eeeeeees 142

15.1.3 Edit an Operator/GUEST USEX.......cccouuiieiiiii et e e ene e e eeaes 143

15.2 Manage USEr PerMISSIONS. .......uuiiiiiiiiieeeeiieeeeiie e e e e e e e ts e e s e e e et eeeenaaaeaenes 144
15.2.1 Set USEr PerMISSIONS. ......ccuviiiiiiiiieeeeieiie ettt eeeenaa s 144

15.2.2 Set Live View Permission LOCK SCreen..........ccooeevvveieiiiiinieiiiiiiineeeeeeeeenns 146

15.2.3 Set Double Verification Permission for Nadmin UsSers...........ccccccceeeeeennn. 147

15.3 Configure PassWOord SECUIILY..........ccceiuiiiieeiiieeeiie e eee e e e 148
15.3.1 EXPOrt GUID FilB....cciiiiiiiiiiiiiieee ettt 148

15.3.2 Configure Security QUESHIONS.........cocuuiieiiiii e e e e 149

15.3.3 Configure Reserved Emall.............ccooooiiiiieeeiii e 150

XVil



Network Video Recorder User Manual

15.4 RESEE PASSWOIM.....uuiiiiiiiiee ittt e ettt e e e et een e e e e et e e e e et e e e eatnnaesan s 151
15.4.1 Reset Password DY GUID.........ccoooiiiiiiiiiieieii e 151
15.4.2 Reset Password by Security QUESHIONS.........cccuviiiiiiiiiieeiii e eeeaiien 152
15.4.3 Reset Password by Reserved Emall...............coooviiieiniiiiiiiieeie 152
15.4.4 Reset Password by HBONNECT............oiiiiiiiiiiiiieee e 153

Chapter 16 SyStem MaNAGEIMENL........coiuiiiii ettt e et enr e e b e e e s sanbeeeeean 154

16.1 CONFIGUIE DRVICE ... .cciiieieieeiee ettt ettt e et e e 154

16.2 CONFIGUIE TIMIB. .. ettt e e ettt e e e e e e e ettt e ab e e e e e e e e e e eeeeees 154
16.2.1 Manual Time Synchronization................ooiiiiiieeiiee e 155
16.2.2 NTP SYNCRIGBLION .......iiiiiiiiiiiiii et 155
16.2.3 DST SYNCHIONIZAtION. ....ccvvuiiiii et eeeees 155

16.3 AUCIO MANAGEIMENL .....ceiiiiiiiii ettt e et e e e e e e esean e 156

16.4 Configure ENhanced SVC MOGE..........coooiiiiiiiiiiieeieiiiii e ee e 156

16.5 NEIWOIK DEIECHID ...ccevveeeeeeii et e e e en e e et e e e e e e e eeanaenes 157
16.5.1 Network Traffic MONITONING........uuiiiiiiiiiiii e e 157
16.5.2 Test Network Delay and Packet LOSS.........ccooovvvviiiiiiecciiiiiic e 157
16.5.3 EXpOrt Network PacCKeL........c..uuieiiiiii e e e 158
16.5.4 Network RESOUICE StatISTICS . ....uuuiiiiiiiiiiiiiiieee ittt eee s 158

16.6 Storage Device MaiNtENaNCE...........ccevuuuieeeeeieeeiie e eeeee e e et e e e aee e e e ean e 159
16.6.1 Bad SECOr DeIECHION. ......cciieiiiiiiiie et 159
16.6.2 SIMLAR.T. DELECHON. .....cviiiiiiiiiiiiiiiiieee e e e e e ene e 160
16.6.3 HDD Health DeteCON .......uuiiiiiiiieiiiiii e ee ettt eee e eeeeees 161
16.6.4 Configure DiSK ClIONE........ccovuuiiiiei e ee e e e 161
16.6.5 Repair Database............uiiiiiiiiiie e 162

16.7 UPQGrade DEVICE.......ieeiiii ettt e e e e e e e e e e e e e e e aaeeeaaa s 163
16.7.1 Upgrade by Local Backup DeVICE............ceeeveiiiiieeeieieiiie e eeean, 163
16.7.2Upgrade DY FTR.. ..o 163
16.7.3 Upgrade by HHCONNECL...........coovviiiiiii e 164

16.8 Import/Export Device Configuration FileS...........ccooeiiiiiiiiceeiiee e 164

(e N W oTo [ \Y F= TaE=To [T o 01T o) PSP 165
G T A o To IR (0] =0 = PPN 165

XVili



Network Video Recorder User Manual

16.9.2 Search & EXPOrt LOg Files..........ccooiiiiiiiiiiiiieiii e 166
16.9.3 Upload LOgS t0 the SEeMVE.........uuuiiiiiiiiiiiiee e 167
16.9.4 OneWay AUtNENTICALION. .........uuuii it ee e 168
16.9.5 TweWay AUtNENTICALION. ............iiiieii e 168
16.10 Restore Default SEttiNgS.......ccouuiiiiiiiee e 169
16.11 Schedule REDOQL...........ueiiiii e eeaa 170
16.12 Security ManagemEIIE. .......ccoiiiiiiiie ettt e e e e e e 170
16.12.1 Configure ONVIE. .. ..o 170
16.12.2 IP/MAC AdAreSs FIlter......cccuuiieeiiii e e e e e e eeees 171
16.12.3 RTSP AUtNENtICALION ... .. ieeeiiie e eee e e e e e e e eees 172
16.12.4 RTSP Digest AlgOrthm..........uuueiiiii e 173
16.12.5 ISAP] SBIVICE ....uuuiiiiiiie ettt eee et e e e e e e e e e e e eat s e e e ean e e e eanas 173
16.12.6 HTTRUINENTICALION .....cciiieeeeeee e e e e 173
16.12.7 HTTP/Web Digest AlgOrithm..........coouuuiiiiiiiiiiie e 173
16.12.8 Picture URL Digest Authentication..............cccuuiiiiiieceiiiiiii e 174
16.12.9 Sdal Port AuthentiCation SErIVICE...........cooviiiiiiiiiiieee e 174
(@ aF=T o] (=] g A Y o] o= g o | SRR 175
0 R €1 (0117 T 175
17.2 Frequently Asked QUESHIONS.........ccoiiiiiiieiiieee e e e 176
MT ®PHPmM 2 K& Aa GKSNB | LINI 2F OKFIyySta RA
screen in MUIHSCreeN lIVE VIEBWZ.......uuuuiiiii e eee e 176
17.2.2 Why is the video recorder notifying the stream type is not supported?....177
17.2.3 Why is the video recorder notifying risky password after a network camera is
=10 [0 1= o SRR 177
17.2.4 How to improve the playback image quality?................ooovviiieeeieecrinnnnnnn. 177
17.2.5 How to confirm the vido recorder is using H.265 to record video?........... 177
17.2.6 Why is the timeline at playback not constant?.............c.....ccoveeeiiinennnn, 178

17.2.10 Why is image getting stuck whehaying back by single or mutthannel

XiX



Network Video Recorder User Manual

XX



Network Video Recorder User Manual

Chapter 1 Basic Operation

1.1 Activate Your Device

1.1.1 Default User and IP Address

Default administator account: admin.
Default IPv4 address: 192.168.1.64.
1.1.2 Activate via Local Menu

For the firsttime access, you have to set an admin password to activate your device. No operation
is allowed before activation. You can also activate the device via web browser, SADP or client
software.

Steps
1. Enter the admin password twice.

admin

FlExpart GUID 7

[8].4

Pleasa respect ather people’s privacy and rights when using product

Figure 11 Activate via Local Menu
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Warning

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to incit&@&ssecurity of your product.

And we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

2. Enter a password to activate mairk cameras that are connected to the device.
3. ClickOK

lilNote

After the device is activated, you should properly keep the password.

What to do next

Follow the wizard to set basic parameters.
There are methods to reset your password when you forget. You have to configure at least one
password resetting method after activation.
For HikConnect configuration, refer t6onfigure HikConnector details.

1.1.3 Activate via SADP

SADP software is used for detecting the online device, activating the device, and resetting its
password.

Before You St

Get the SADP software from the supplied disk or the official website, and install the SADP
according to the prompts.

Steps

1. Connect your video recorder power supply to an electrical outlet and turn on it.
2. Run the SADP software to search the online recorders.
3. Check the recorder status from the device list, and select the inactive recorder.
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9 Refresh 1 Activate the Device

olo « | Device Type | Status. | 1Pv4 Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.

N/A ﬂ
N/A

jevice is not activated
N,

v

Inactive 192.168.1.64

You can modify the network parameters after

“Selett'inactive device.”™ ~ b i

Input and confirm
password.

Figure 12 Activate via SADP
4. Create and input the new password in the password field, and confirm the password.

ClilNote

We highly recommend yoto create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of gductpr

And we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

5. ClickActivate.

1.1.4 Activate via Client Software

The client software is versatile video management software for multiple kinds of devices.
Before You Start

Get the client software from the supplied disk or the official website, and install thesaief
according to the prompts.

Steps
1. Run the client software and the control panel of the software pops up, as shown below.
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File System View Tool Help ‘ iVMS-4200 admin @ &F g5 145208 &4 - B x

—
H=  Control Panel

Operation and Control

g, deleting, and basic

¥R Remote Playback
‘3 Seal record files and
— playbac

Maintenance and Management

m Event Management

iration of alarm, abnormal
s and linkage actions of the

System Ci
nd backup local and Config
o

ng schedule and

al parameters

Figure 13 Control Panel
2. Clickbevice Managemento enter the Device Management interface, as shown below.




Network Video Recorder User Manual

File System View Tool Help ‘ iVMS-4200 admin @@ &F B 162504 &4 - B x
B=  Control Panel (2 Device Management
Organization Device for Management (0}
_ Add Device Modify Delete Remote C... VCAAlloca Activate Refresh All Filter
Add New Device Type Mickname =« |IP Device Serial No. Security Net Status HDD Statu
Online Device (3) Refresh Every 155
Add to Client Add All Modify Metinfo Reset Password Activate Filter
IP Device Type Firmware Version ¥ | Security Server Port | Starttime Ac
192.168.1.64 HH-0000C0OOON Vb uild xooooo Inactive 8000 2015-03-20 16:13:47 N
Encoding device: 10.16.1.222 OGX0OCXX Vx.x.xbuild xxcoo Active 8000 2015-03-20 10:27°51 Ne ™
DVR/DVS/INVR/IPCIPDAVMS-4200
PCNVRIiVMS-4200 EncodeCard 192.0.0.64 HX-XHXK-XXX Waxbuild xooooo Active 8000 2015-03-20 07:53:.43 Ne .
server R

@. L5 B s Motion Detection Alarm

Figure 14 Device Management Interface

3. Check the recorder status from the device list, and select an inactive recorder.
4. ClickActivateto pop up the Activation interface.
5. Create a password and input the password in the password field, and confirm the password.

EENote

We highly recommend you to create a strong password of your own choosing @simimum

of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you reset your password regylaespecially in the high security system,
resetting the password monthly or weekly can better protect your product.
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User Mame: admin
Password: Iy
Strong
Valid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.
Confirm Mew Password: uuuu|
Ok Cancel

Figure 15 Activation

6. ClickOKto start activation.
7. ClickModify Netinfo to pop up the Network Parameter Modification interface, as shown below.

Modify Network Parameter ®

MAC Address: 20200 XK -0 XX Copy

Software Version: Wixbuild soooxx Copy

Device Serial No.: KH-X0COOO0OOOOOOOOOOOCAOOOOROOOCCN Copy
DHCP

Paort: 2000

v IPvd(Enable)

IP address: 192.168.1.64

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1
IPvB(Disable)

Password:

OK Cancel

Figure 16 Modify Network Parameters

8. Change the recorder IP address to the same subnet with your computer.
Modify the IP address manualGhek Enable DHCP
9. Input the password to activate your IP address modification.

1.1.5 Activate via Web Browser

You can get access to the recorder via web browser. You may use one of thénipheeb
browsers: Internet Explorer 6.0 and above, Apple Safari, Mozilla Firefox, and Google Chrome. The
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supported resolutions include 1024768 and above.

Steps
1. Enter the IP address in web browser, andtipeessEnter. The default IP address is

192.168.1.64.

User Name admin

Password ssssssesRes ]
Strong

Confirm I

Figure 17 Web Browser Activation
2. Set the password for the admin user @gnot.

E@Note

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you reset your password regularly, espgdmathe high security system,
resetting the password monthly or weekly can better protect your product.

3. ClickOK

1.2 Configure TCP/IP

TCP/IP must be properly configured before operating your device over a network. Both IPv4 and
IPv6 are available.

Steps

1. Go toSystem'hNetwork TH TCP/IR
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Working Mode Net Fault-Tolerance
IPv4

Enable DHCP

IPv4 Address

IPv4 Subnet Mask Preferred DNS Server

IPv4 Default Gateway Alternate DNS Server
MAC Address
MTU(Bytes) 1500  MTU is less than 1280, IPv6 related functions will be unavailable
Main NIC LAN1

Figure 18 TCP/IP Settings
2. SelecWWorking ModeasNet-Fault Tolerancer Multi-Address Mode

Net-Fault Tolerance

The two NIC cards use the same IP address, and you can select thel@ao LAN1 or LAN2.
In this way, in case of one NIC card failure, the device will automatically enable another
standby NIC card so as to ensure the normal running of the system.

Multi -Address Mode

The parameters of the two NIC cards can be configurddpendently. You can select LAN1
or LAN2 under Select NIC for parameter settings. Select one NIC card as the default route.
When the system connects with the extranet, the data will be forwarded through the default
route.

3. ClickPv4 or IPv6as you required.

4. Optional: Checknable DHCB® obtain IP settings automatically if a DHCP server is available on

the network.
5. Set related parameters.

E@Note

Valid MTU value range is from 500 to 1500.

6. ClickApply.
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1.3 Configure HDD

Ensure the video recorder storage media is well. You can install at least one HDD and initialize it,
or create a RAID and initialize it.

1.4 Add Network Camera

Before you can get live video or record the video fij@& must add the network cameras to the
connection list of the device.

Before You Start

Ensure the network connection is valid and correct and the IP camera to add has been activated.
Steps

1. Click:—1 on the main menu bar.

2. ClickCustom Addab on the title bar.

Add IP Camera (Custom)

IP Camera Address 110.110.1.11
Protocol ONVIF =
Management Port 80
Transfer Protocol Auto
User Name admin

TTTRERRT

Password

Continue to Add “

Figure 19 Add IP Camera

3. Enter IP address, protocol, management port, and other IP camera information to add.
4. Enter the login user name and password of the IP camera.

5. ClickAddto finish the adding of the IP camera.

6. Optional: ClickContinue to Addto continue to add additional IP cameras.
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1.4.1 Add Automatically Searched Online Network Camera

Steps

1. Click=— on the main menu.

2. ClickNumber of Unadded Online Devicd the bottom.

3. Select the automatically searched online network cameras.

4. ClickAddto add the camera which has the same login password with the video recorder.

1 N

Add ) Refresh Activate

L] No. Status Security IP Address Edit Device Model Protocol Management ...

| 1 & Active n | | 8000

Figure 110 Add Automatically Searched Online Network Camera

“lilNote

If the network camera to add has not been activated, you can activate it in the network camera
list of camera manageent interface.

1.4.2 Add Network Camera Manually

Before you view live video or record video files, you must add network cameras to the device.

Before You Start
Ensure the network connectianr valid and correct, and the network camera is activated.

Steps

1. Clickt—J on the main menu.

2. ClickCustom Add
3. Set the parameters. For example,Camera Addres®rotocol etc.

EENote

Management port ranges from 1 to 65535.

10
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Figure 111 Add Network Camera

4. Optional: ChdcUse Channel Default Passwotal use the default password to add the camera.
5. Optional: Checknable IP Camera Time Sytocsynchronize the time of the connected IP
camera automatically. For details, refer@mnfigure IP Camera Time Sync
6. Optional: Checkise Default Porto use the default management port to add the camera. For
SDK service, the default port value is 8000. For enhanced SDK service, the default value is 8443.

lilNote

The function is only available when you use HIKVISION protocol.

7. Optional: ChecKerify Certificateto verify the camera with certificate. The certificate is a form
of identification for the camera that provides more secure camera authentication. It requires to
import the network camera certificate to the device first when you use this function. Failslet
refer to Import Network Camera Certificate

[ENote

The enhanced SDK service is only available when you use HIKVISION protocol.

8. Optional:.ClickSearchto search other network cameras.
9. Optional: ClickContinue to Addio add other network cameras.
10. ClickAdd.

1.4.3 Add Network Camera Through PoE

The PoE interfaces enable the device system to pass electrical power safely, along with data, on
Ethernet cabling to the connected PoE cameras. Supported POE camera number varies with device
module. If you disable the PoE interface, you can also conngleetonline network cameras. And

11
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the PoE interface supports the Plagd-Play function.

Add PoE Camera

Steps

1. Go toCamera hCamera hPoE Settings
2. Enable or disable long network cable mode by selettimygy Distancer Short Distance

Long Distance
Longdistance (100 to 300 meters) network transmissions via PoE interface.

Short Distance
Shortdistance (< 100 meters) network transmission vi& lRaderface.

lilNote

The PoE ports are enabled with the short distance mode by default.

The bandwidth of IP camera connected to the PoE via long network cable (100 to 300)meters
cannot exceed 6 MP.

The allowed max. long network cable may be less than 300 meters depending on different IP
camera models and cable materials.

When the transmission distance reaches 100 to 250 meters, you must use the CAT5E or CAT6
network cable taconnect with the PoE interface.

When the transmission distance reaches 250 to 300 meters, you must use the CAT6 network
cable to connect with the PoE interface.

12
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B Actual power: 0.0W. Remaining power: 200.0W. ‘(D
Channel “:“Long Distance (UShort Distance Channel Status Actual Power
D1 ) Disconnected 0.0W
D2 D Disconnected 0.0W
D5 D Disconnected 0.0W
D& D Disconnected 0.0W
D7 o Disconnected 0.0W
D8 Q Disconnected 0.0
D9 ° Disconnected 0.0
D10 Q Disconnected 0.0w
D11 D Disconnected 0.0W
D12 D Disconnected 0.0W
D13 D Disconnected 0.0wW
D14 D Disconnected 0.0W
D15 D Disconnected 0.0W
D16 D Disconnected 0.0W

Figure 112 Add PoE Camera

3. ClickApply.
4. Connect PoE cameras to device PoE ports with network cables.
5. Go toCamera’hCamera hlP Camerdo view camera image and information.

Add NonPoE Network Camera

You can disable the PoE interface by selecting the manual while the current channel can be used
as a normal channel and the parareet can also be edited.
Steps

1. Go toCamerad hCamera blP Camera
2. Position the cursor on a window with no linked network camera and - ck

13
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Edit IP Camera

IP Camera No D1

Adding Method Manual -
IP Camera Address 192.168.254 .2
Protocol HIKVISION -
Management Port 8000
Channel Port 1 -
Transfer Protocol Auto -
User Name admin

Password

Figure 113 Edit Network Camera
3. SelecAdding MethodasManual.

Plugand-Play
The camerasi physically connected to the PoE interface. Its parameters cannot be edited. You
can go toSystemhNetwork MTh TCP/IRo change IP address of PoE port.

Manual

Add IP camera without physical connection via network.
4. EnterlP addressUser NameandPassword
5. ClickOK

1.4.4 Add SolaPowered Camera Through OTAP Protocol

Solarpowered cameras can be added to your device through OTAP protocol.

Before You Start

Ensure the network between your device and sqdawered camera is accessible through OTAP
protocol.

Steps

1. Go toMaintenancelhSystem ServicEhSystem Servicto enableEnable OTAP Netork
Camera Service

2. Go toCamerahCamera hlP CamerdbMore SettingsFfhOTAPo set OTARServer Portand
Encryption Key

14
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OTAP

Server Port 7800

4]

---------

Encryption Key

Auto Add IP Cam

Cancel

Figurel-14 Set OTAP Parameters
3. Optional: Enabléuto Add IP Camera

Auto Add IP Camera

After the device OTAP parameters are configured, the newly signed network cameras
(through OTAP protocol) can be automatically added to your device.
4. Configure the solgsowered camera OTAP protocol parameters through web browser. Refer to
the camera user manual for details.

E@Note

The solatpowered camera OTAP protoqmrameters shall be the same as the device.

5. Add solapowered camera(s) to your device.
¢ If you have enableduto Add IP Cameran CamerarhCamera hlP CamerdhMore
SettingsIhOTAR the newly signed network cameras (through OTAP protocol) would
automatically be added to your device.
¢ Select solapowered camera(s) frolumber of Unadded Online Devidist, and clickAdd.
¢ ClickCustom Add selectProtocolasOTAR and clickAdd.

What to do next

After a solaspowered camera is add to your device, you can wake it up, view its battery power,
view its live video, configure its parameters through web browser, etc.
Set ANR (Automatic Nebrk Replenishment) for the camera. Refel/ANR

1.4.5 Add Network Camera via Customized Protocol

For network cameras that are not using standard protocols, you can configure customized

15
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protocols to add them. The system provides 8 customized protocols.
Steps

1. Click—J on the main menu.
2. Go toMore Settingsi'bProtocol.

lilNote

3. Set protocol parameters.

Type
The network camera adopting custom protocol must support getting stream through
standard RTSP.

Path

Contact the manufacturer of network camera for the URL (Uniform Resource Locator) of
getting main stream and suktream.

E@Note

The protocol type and the transfer protocol must be supported by the network camera to add.

4. ClickOK
5. ClickCustom Addo add cameras.

6. Set the parameters.
7. ClickOK

1.5 Connect to Platform

1.5.1 Configure ISUP

SDK is based on Intelligent Security Uplink Protocol (ISUP). It profAtediyary files, and
commands for the thireparty platform to access devices such as NVRs, speed domes, DVRs,
network cameras, mobile NVRs, mobile devices, decoding devices, etc. With this protocol, the

16
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third-party platform can realize functions likedi view, playback, twavay audio, PTZ control, etc.

Steps
1. Go toSystemhNetwork MhAdvanced bPlatform Access

Access Type ISUP
Enable

Server Address

Server Port 7660
Registration Status Offline
Device ID 720251740
Version ISUP5.0

........

Encryption Password

Figure 115 ISUP Settings

2. SeleciAccess TypasISUP
3. Checlenable

E@Note

Enabling ISUP wiisable other platform access.

4. Set the related parameters.

Server Address
The platform server IP address.

Server Port
The platform server port, ranges from 1024 to 65535. The actual port shall be provided by the
platform.

Device ID
Device ID shall be provided by the platform.

Version
ISUP protocol version, only V5.0 is available.

Encryption Password

Encryption password is required when using ISUP V5.0 version, it provides more secure
communication between the device and platform. Enter it for verification after the device is

17
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registered to the ISUP platform. It cannot be empty, or "ABCDEF".
5. ClickApplyto save the settings and restart the device.

What to do next
You can see the registration status (online or offline) after the device is restarted.

1.5.2 ConfigureHik-Connect

Hik-Connect provides mobile phone application and platform service to access and manage your
video recorder, which enables you to get a convenient remote access to the video security system.

Steps
1. Go toSystemhNetwork lhAdvancedihPlatform Access
2. Checlenableto activate the function. Then the service terms will pop up.
1) EnterVerification Code
2) Scarthe QR code to read the service terms and privacy statement.
3) Checkihe HikConnect service will require Internet access. Please read Service Terms and
Privacy Statement before enabling the servigkyou agree with the service s and
privacy statement.
4) ClickOK

E@Note

Hik-Connect is disabled by default.
The verification code is empty by default. It must contain 6 to 12 letters or numbers, and it is
case sensitive.

3. Optional: Configure following parameters.
CheckCustomand enterServer Addresas your @sire.
Checkenable Stream Encryptigrthen verification code is required for remote access and
live view.
CheckTime Syngcand the device will sync time with Hklonnect instead of NTP server.

4. Bind your device with a H&onnet account.

1) Use a smart phone to scan the QR code, and downloa@adtikect app. You can also

download it fromhttps://appstore.hikvision.com or the QR codeddow. Refer taHik-
Connect Mobile Client User Mandeait details.
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Figure 116 Download HikConnect
2) Use HilConnect to saathe device QR, and bind the device.

lilNote

If the device is already bound with an account, you can tlidkndto unbind with the
current account.

5. ClickApply.
What to do next
You can access your video recorder viaGknect.

1.5.3 Configure OTAP

OTAP (Open Thing Access Protocol) is an unified integrated standard arguiusbde of
HikVision potocol in the public network and private network. After OTAP is enabled, other
applications may be able to remotely view videos through this protocol.

Before You Start

Ensure your device network is accessible through OTAP protocol.

Steps

1. Go toSystem'hNetwork lhAdvancedhPlatform Access
2. SetAccess TypasOTAPR
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Access Type OTAP -

Enabl

[+ ]

o

erver Address

Server Port 7800
Registration Status Offline
Device ID L20545343

........

Encryption Password

Figure 117 OTAP

3. CheclEnable
4. Set the parameters.
5. ClickApply.
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Chapter 2 Camera Settings

2.1 Configure OSD

You can configure the OSD (8ureen Display) for the camera, including date/time, camera name,
etc.

Steps

1. Go toCamerahDisplay.

2. Select a camera as your desire.

3. Edit name ifCamera Name

4. CheclDisplay NameDisplay Dateand Display Weeko show the information on the image.
5. Set the date format, time format, and display mode.

Camera [D2] IPdome
Camera Name IPdome
OSD Settings v
Display Name
' Display Date
08-28-2017 Mon 16: 32 : 45 Display Week
Date Format MM-DD-YYYY
Time For... 24-hour
Display M... Non-Transparent & No ~
OSD Font
Camera 01 Image Settings >
Exposure >
Day/Might Switch >
Backlight >
Image Enhancement >

Apply

Figure 21 OSD Settings

6. Drag the text frame on the preview window to adjust the OSD position.
7. ClickApply.
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2.2 Configure Image Parameters

You can customize image parameters, including day/night switch, backlight, contrast, and
saturation inCamerabDisplay
Image Settings

Customize the image parameters including brightness, cetiteand saturation.

Exposure
Set the camera exposure time (1/10000 to 1 sec). A larger exposure value results in a brighter
image.

Day/Night Switch
Set the camera to day, night, or auto switch mode according to time or the surrounding
illumination conditon. When the light diminishes at night, the camera can switches to night
mode with high quality black and white image.

Supplement Light
For certain models, you can configure supplement light and the light brightness.

Backlight

Set the camera's wide dynamic range (0 to 100). When the surrounding illumination and the
object have large differences in brightness, you can set the WDR value to balance the brightness
level of the whole image.

Image Enhancement
For optimized image cordst enhancement that reduces noise in video stream.

2.3 Configure Privacy Mask

The privacy mask protects personal privacy by concealing parts of the image from kive view or
recording with a masked area.

Steps

1. Go toCamera hPrivacy Mask

2. Select a camera to set privacy mask.

3. Checlenable

4. Draw a zone on the window. The zone will be marked byrdiftdrame colors.
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Camera [D6] Camera 01 v

[“|Enable

08-23-2017 Wed 11:52:49
Clear Area 1

[[] Clear Area 2

[[] Clear Area 3

[[] Clear Area 4

Clear All

Figure 22 Privacy Mask Settings

E@Note

Up to 4 privacynasks zones can be configured and the size of each area can be adjusted.
You can clear the configured privacy mask zones on the window by clicking the corresponding
clear zone 1 to 4 icons on the right of the window, or ditéar Alto clear all zones

5. ClickApply.

2.4 Configure IP Camera Time Sync
The device can automatically synchronize the time of connected IP camera after enabling this
function.

Steps
1. Go toCamerad hCamera blP Camera
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2. Position the cursor on the window of the IP camera and click
3. Checlenable IP Camera Time Sync

4. ClickOK
5. Optional: All IPC channels can be enabled/disabled with shortcuts.

1) Go toMaintenancelhSystem ServicEhMore Settings
2) Clickrime Sync ConfiguratigrselectEnable IPC Time SyocDisable IPC Time Syt
enable/disable scheduled time sync for all IPC/IoT channels.

DeepinMind

VIEW-NOW UPNP Reporting  Time Syne Configuration

Figure 23 IP Camera Time Sync

E@Note

This function is only available for the admin user.

2.5 Configure Camera Microphone Settings

The camera microphone can be enabled to record audio.
Go toCamerahCameralhlP CamerdbMore SettingsiThCamera Microphone Settings

E@Note

After enabling, the camera would record audio, which may collect personal information and
violate privacy. Please comply with the local laws and regulations and the related rules.
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2.6 Configure SolaPownvered Camera Parameters

After a solaspowered camera is added to your device, you can configure its parameters through
web browser.

Before You Start
Ensure a solapowered camera is added to your device.

Steps

1. Log in to the device through web brower.

2. Go toConfigurationlbLow Power Consumption
3. Select the solgpowered camera.

4. Set the camera mode as your desire.

5. ClickSave

2.7 Import Network Camera Certificate

Import the network camera certificate to the video recorder.

Steps

1.Log in the network camera via web browser.

2. Go toConfigurationfhNetwork lhAdvanced SettingfhHTTP®n the web browser to export
its certificate.

3. Clickexportat Export Certificateo save the certificate.

4. Log in the video recorder by web browser.

5. Go toConfigurationlhSystemihSecuritylhTrusted Root Certification Authoritiefhlmport.

6. ClicKmport to import the network camera certificate.

2.8 Import/Export IP Camera Configuration Files

The IP camera information, including the IP address, manage port, password of admin, etc., can be
saved in Microsoft Extéormat and backed up to the local device. The exported file can be edited

on a PC, including adding or deleting the content, and copying the setting to other devices by
importing the Excel file to it.

Before You Start

When imporing the configuration file, connect the storage device that contains the configuration
file to the device.

Steps
1. Go toCamerahlP Camera Import/Export
2. ClickP Camera Import/kport, and the detected external device contents appear.
3. Export or import the IP camera configuration files.
¢ ClickExportto export the configuration files to the selected local backup device.
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¢ To impot a configuration file, select the file from the selected backup device and click
Import.

ClilNote

After the importing process is completed, you must reboot the device to activate the settings.

2.9 Save Camera VCA Data

After saving camera VCA data to your device, you will be able to search the camera VCA data.
Go toStoragelbAdvancedto enableSave VCA Dataa local GUI interface.

Go toConfigurationfhVideo and Audid bDisplay Info. on Screano turn onEnable DuaVCA

via web browser.

2.10 Upgrade IP Cameras

The IP camera can be upgraded through the device.

Steps
1. Go toCamera hCamera blP CamerdhMore SettingsihUpgrade

IP Camera Firmware Upgrade A

Online Upgrade  Local Upgrade
Channel Ver...

Check for U... @ Quick Upgrade

Channel Current Version Latest Version Update Status Operation
D1 Upgrade
D2 V5.5.130 build 1.... The versi... Upgrade

Figure 24 Upgrade IP Cameras
2. Select a method to ywade your camera.

Online Upgrade ClickOnline Upgradeand clickCheck for Updatesr Quick Upgrade
to upgrade your cameras.

E@Note

Your device shall be properly connected to-Bibnnect.
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Local Upgrade Inserted a USB flash drive that contains the firmware to your devic

ClickLocal Upgradeand select the camera and firmware file for
upgrade.

The IP camera will automatically restart after it is upgraded.
3. ClckUpgrade
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Chapter 3 Live View
Live view displays the video image getting from each camera in real time.

3.1 Start Live View

Click <= on the main menu bar.
Select a window and double click a camera from the channel list to play the live image of the
camera.
Double click a window to view it in singgereen mode. Double cliclgain to exit singlescreen
mode.
Use the toolbar at the playing window bottom to realize the capture, instant playback, audio
on/off, digital zoom, live view strategy, show information and start/stop recording, etc.

lilNote

Click B at the lower right corner to stop atlay continuous recordings.

If you have added audio device(s) to the recorder, you can move thercord8l to select
an audio source. But this selection is used for live view only, it will not affect the audio
recording settings.

Click [# to start/stop autoswitch. The screen will automatically switch to the next one.
Single clickl to enable VCA information display. Double clfk to disable VCinformation
display.

E@Note

Click |&@ at the lower right corner to enable/disable VCA information display fohalhnels.
VCA information of 16 channels (maximum) is available.

Move the cursor to a window, and right click your mouse to display the shortcut menu of the
window. The shortcut menu will be different according to the window.
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Full Screen

Single Screen r

Window Division »

Previous Screen

Next Screen

Start Auto-swilch

Add IP Camera

Figure 31 Shortcut Menu

ClilNote

If exception occurs, error information will be displayed on the screen. @idio edit the
parameters of different channel(s).

3.1.1 Configure Live View Settings

Live View settings can be customized. You can configure the output interface, dwell time for
screen to be shown, mute or turning on the audio, the screen number for each channel, etc.

Steps
1. Go toSystemlpLive ViewhGeneral

Video Output Interface VGAMHDMI - Event Output VGAHDMI
Live View Mode 272 > Full Screen Monitoring Dwell Time 10s
Dwell Time 5s

Enable Audio Output

Volume 1 - 5

Figure 32 Live ViewGeneral
2. Configure the Vie view parameters.

Video Output Interface
Select the video output to configure.
Live View Mode
Select the display mode for Live View, e.g., 2*2, 1*5, etc.
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Dwell Time
The time in seconds to wait between switching of cameras when usingsavitoh in Lie
View.

Enable Audio Output
Enable/disable audio output for the selected video output.

Volume
Adjust the Live View volume, playback and tway audio for the selected output interface.

Event Output
Select the output to show event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show alarm event screen.
3. ClickOK

3.1.2 Configure Live View Layout

Live view displays the video image getting from ecemera in real time.

Configure Custom Live View Layout

Steps

1. Go toSystemlpLive ViewhView.

2. Clickset Custom Layout

3. Click ~ on the Custom Layout Configuration interface.
4. Edit the layout name.

5. Select a window division mode from the toolbar.
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Custom Layout Configuration

4 \ CH ED &8 G
Custom Layout 1 1 2 3

Cuslom Layout 2

Figure 33 Configure Live View Layout

6. Select multiple windows and clid to joint the windows. The selected windows must be in
rectangle area.

7. Clicksave
The successfully configured layout is displayed in the list.

8. Optional:Select a live view layout from the list and cliiZ: to edit the name, or click>< to
delete the name.

Configure Live View Mode

Steps

1. Go toSystemlpLive ViewhView.

2. Select the video output interface.

3. Select a layout or custom layout from ttoelbar.

4. Select a division window, and doulglick on a camera in the list to link the camera to the
window.

[ENote

You can also clieknd-drag the camera to the desired window on the Live View interface to
set the camera order.
You can enter the number in the text field to quickly search the camera from the list.

5. ClickApply.
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6. Optional: Click™ to start live view for all channels, or clidC.; to stop all live view channels.

3.1.3 SwitchMain/Auxiliary Port

Only the image displaying at the main port can enter main menu and achieve device operation.
You can click=+ in Live View mode, or go ®ystemlihLive ViemhGeneralto switch the
main/auxiliary port

If your device has 2 HDMI interfaces and 2 VGA interfaces. HDMI1 and VGAL1 are the main ports,
and videos output are provided sirtaneously. HDMI2 and VGA2 are auxiliary ports, and videos
output are provided simultaneously.

3.2 Digital Zoom

Digital Zoom zooms into the live image in different magnifications (1x to 16x).

Steps

1. Start live view.

2. Click = from the toolbar.

3. Move the sliding bar or scroll the mouse wheel to zoom in/betimage to different
magnifications (1x to 16x).

Figure 34 Digital Zoom
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3.3 Fisheye View

The device supports the fisheye camera expansion in Live View or playback mode.

Before You Start
The fisheye expansion view feature is supported only by certain models.
The connected camera must supporetfisheye view.

Steps

1. Start live view, click- to enter the fisheye expansion mode.

2. Select the expansion view mode.

Table 31 Fisheye View Icon Description

Icon Description Icon Description
Switch the Live View Switch the Live View
180° Panorama {©) | image to the 180 360° Panorama (*) | image to the 360
panorama view. panorama view.

In radial expansion
mode, the whole
wide-angle view of
the fisheye camera ig
displayed. This view
mode is called
Fisheye View becaus
it approximates the
vision of a fis@
convex eye. The leng
produces curvilinear
images of a large
area, while distorting
the perspective and
angles of objects in
the image.

The PTZ Expansion i
the closeup view of
some defined area in
the fisheye view or
PTZ Expansion() panorama expansion| Radial Expansion ()
It supports the
electronic PTZ
function, also called
e-PTZ.

3.4 3D Positioning

3D Positioning zooms in/out a specific live image area.

Steps
1. Start live view, and clicf@j.
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2. Zoom in/out the image.
¢ Zoom in: Click on the desired position in the video image and dragtangde area in the
lower right direction to zoom in.
¢ Zoom out: Drag a rectangle area in the upper left direction to move the position to the center
and enable the rectangle area to zoom out.

3.5 Configure Channéero Encoding

Enable the channaero encoding when you need to get a remote view of many channels in real
time from a web browser or CMS (Client Management System) software, in order to decrease the
bandwidth requirement without affeting the image quality.

Steps

1. Go toSystemlpLive ViewhChannelZero
2. Checlenable Channefero Encoding

Enable Channel-Zero Encoding

Frame Rate Full Frame
Max. Bitrate Mode General
Max. Bitrate(Kbps) 1792 v

Figure 35 ChannelZero Encoding
3. Configurd~rame RateMax. Bitrate Mode andMax. Bitrate.

EENote

The higher frame rate and bitrate require the higher bandwidth.

4. ClickApply.
You can view all the channels on one screen via CMS or web browser.

3.6 Configure Transcoded Live View

When your network bandwidth is overloaded, and stuttering occurs in the remote live view main
stream image, the transcoded live view function may help to lower the live view network
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bandwidth requirement and iprove image fluency.
Steps

lilNote

This function is only available for certain models.

1. Go toSmart Analysi$bSmart Encodig yVirtual StreamlyTranscoded Live View

Channel [D2] IPCamera 02

Enable Live Vi

Basic Settings  Advanced Settings
Resolution 1280*720 (HD720P
Bitrate Type
mage Quality Medium
Frame Rate 15 - fps
Max. Bitrate M General
Max. Bit Rate 512 ~ kbps

Video Encoding H.265 Pro

Figure 36 Transcoded Live View

2. Select a channel.
3. Turn onEnable Live View Compression
4. ClickBasic Settingto set the basic parameters, including resolution, bitrate, frame rate, etc.

EENote

The transcoded stream resdian should not be higher than the original stream resolution.

5. Optional: Clickkdvanced Settingso draw ROI (Region of Interest) areas.

ROI

ROl is an encoding technology which helps to discriminate the interested region and the
background information in video compression. The interested region would be assigned with
more encoding resource to lossless compression while the background infomveitidoe
showed in lossy compression.

6. ClickApply.

What to do next
Use substream or transcoded stream to remotely view the live image.
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3.7 PTZ Control

3.7.1 Configure PTZ Parameters

Follow these procedures to set the PTZ parameters. The PTZ parameters configuration must be
done before you can control the PTZ camera.

Steps

1. Click = on the quick settings toolbar of the PTZ camera.
2. ClickPTZ Parameters Settings set the PTZ parameters.

PTZ Parameter Settings

PTZ Protocol PELCO-C

Address 0

Address range: 0~255

Figure 37 PTZ Parameters Settings
3. Edit the PTZ parameters.

E@Note

All the parameters should be exactly match the PTZ camera parameters.

4. ClickOKto save the settings.

3.7.2 Set a Preset

Presets record the PTZ position and the status of zoom, focus, iris, etc. You can call a preset to
quickly move the camera to the predefined position.

Steps
1. Click = on the quick settings toolbar of the PTZ camera's live view.
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. Click directional buttons to wheel the camera to a location.
. Adjust the zoom, focus and iris status.
. Click@ in the lower right corner of Live View to set the preset.

A WN

1 v Preset 1 | Call

Apply | Cancel

Figure 38 Set Peset

. Select the preset No. (1 to 255) from the chabgwn list.

. Enter the preset name.

. ClickApplyto save the preset.

. Optional: ClickCancelo carcel the location information of the preset.

. Optional: ClicH in the lower right corner of Live View to view the configured presets.

©O© 00 ~NO Ul

No available preset. No available preset. No available preset. No available preset.

Figure 39 View the Configured Presets

3.7.3 Call a Preset

A preset enables the camera to point to a specified position such as a window when an event
takes place.

Steps

1. Click -~ on the quick settings toblr of the PTZ camera's Live View.

2. Click @ in the lower right corner of Live View to set the preset.

3. Select the preset No. from the drajown list.

4. ClickCallto call it, or clickl@ in the lower right corner of Live View, and click the configured
preset to call it.

1 ~ | Preset 1 | Call | Apply | Cancel

Figure 310 Call Preset (1)

No available preset. No available preset. No available preset. No available preset.

Figure 311 Call Preset (2)

3.7.4 Set a Patrol

Patrols can be set to move the PTZ to key points and have it stay there for a set duration before
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moving on to the next key point. The key points are correspond to the presets.
Steps

1. Click == on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatrolto configure patrol.

Aux Function Patrol Pattern

Patrol1

€ Set ® call ® Stop

Figure 312 Patrol Configuration
3. Select the patrol No.

4. ClickSet
Patrol Settings-Patrol 1 X
+Xt 34
No Preset Speed Duration Edit
1 Preset 1 1 15
2 Preset2 1 15

Figure 313 Patrol Settings
5. Click #+ to add a key point to the patrol.
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KeyPoint

Preset Preset 1
Speed 1
Duration 15

Figure 314 Key Point Configuration

1) Configure key point parameters.
Preset

Determines the order the PTZ will follow while cycling through the patrol.

Speed

Defines the speed the PTZ will move from one key point to the next.

Duration

Refers to the duration to stay at the corresponding key point.
2) ClickApplyto save the key points to the patrol.

6. Other geration is as follows.

Table 32 Operation Description

Ope;]ratlo Description Openratlo Description
b4 Select a key point to delete. Edit the added key point.
t Adjust the key point order '] Adjust the key point order

7. ClickApplyto save the patrol settings.

3.7.5 Call a Patrol

Calling a patrol makes the PTove according to the predefined patrol path.

Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's live view.

2. ClickPatrolon the PTZ control panel.
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[

Aux Function Patrol Pattern

Patrol1

& Set ® call ® Stop

Figure 315 Patrol Configuration

3. Select a patrol.
4. ClickCallto start the patrol.
5. Optional: Cliclstopto stop the patrol.

3.7.6 Set a Pattern

Patterns can be set by recording the movement of the PTZ. You can call the pattern to make the
PTZ move according to the predefined path.
Steps

1. Click . on the quick settings toolbar of the PTZ camera'’s live view.
2. ClickPatternto configure a pattern.

Aux Function Patrol Pattern

Pattern1

(® Record () Call ® stop

Figure 316 Pattern Configuration

3. Select the pattern No.

4. Set the pattern.
1) ClickRecordto start recording.
2) Click corresponding buttons on the control panel to move the PTZ camera.
3) ClickStopto stop recording. The PTZ movement is recorded as the pattern.
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3.7.7 Call a Pattern

Follow the procedure to move the PTZ camera according to the predefined patterns.

Steps

1. Click = on the quicksettings toolbar of the PTZ camera's live view.
2. ClickPatternto configure pattern.

Aux Function Patrol Pattern
Pattern1

® Record & Call (® Stop

Figure 317 Pattern Configuration

3. Select a pattern.
4. ClickCallto start the pattern.
5. Optional: Cliclstopto stop the pattern.

3.7.8 Set Linear Scan Limit

Linear Scatrigger a scan in the horizontal direction in the predefined range.

Before You Start
Make sure the connected IP camera supports the PTZ function and is properly connected.

[ENote

This function is supported only by certain models.

Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's live view.
2. Click directional buttons to wheel the camera to a location, and kéékLimitor Right Limitto
link the location to the corresponding limit.

EENote

The speed dome linear scafiem the left limit to the right limit, and you must set the left limit
on the left side of the right limit. Also, the angle from the left limit to the right limit must be not
greater than 1880.
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3.7.9 OneTouch Park

Certain speed dome models can be configured to start a predefined park action (scan, preset,
patrol, etc.) automatically after a period of inactivity (park time).
Before You Start
Before operating this functigrmake sure the connected camera supports linear scan and is in
HIKVISION protocol.
Steps
1. Click > on the quick settings toolbar of the PTZ camet&/e view.
2. ClickPark (Quick Patro))Park (Patrol 1)orPark (Preset 1jo activate the park action.
Park (Quick Patrol)
The dome starts patrolling from the predefined preset 1 to preset 32 in order after the park
time. Unddined presets will be skipped.
Park (Patrol 1)
The dome starts moving according to the predefined patrol 1 path after the park time.

Park (Preset 1)
The dome moves to the predefined preset 1 location after the park time.

E@Note

The park time can be set only via the speed dome configuration interface. The default value is
5s by default.

3. Optional: Cliclstop Park (Quick Patrglptop Park (Patrol 1)or Stop Park (Preset) to
inactivate it.
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Chapter 4 Recording and Playback

4.1 Recording

4.1.1 Configure Recording Parameters

Configure Video Parameters
Go toCamerahVideo Parameters

Main Stream

Main stream refers to the primary stream that affects data recorded to the hard disk drive and will
directly determine your reerding quality and image size.

Comparing with the sulstream, the main stream can provide a higher quality video with higher
resolution and frame rate.

Frame Rate (FPS-rames per Second)
It refers to the number of frames captured each second. A higlaend rate is advantageous
when there is movement in the video stream, as it maintains image quality throughout.
Resolution

Image resolution is a measure of how much detail a digital image can hold. The greater the
resolution, the greater the level of dataResolution can be specified as the number of pixel
columns (width) by the number of pixedws (height), e.g., 1024 768.

Bitrate Type

The bit rate (in kbit/s or Mbit/s) is often referred to as speed, but actually defines the number of
bits/time unit rather than distance/time unit. Two types including variable or constant are
available.

Enable H.265+

H.265+ is an optimized encoding technology based on the standard H.265/HEVC compression.
With H.265+, the video quality is almost the same as that 265/HEVC but with less
transmission bandwidth and storage capacity required.

E@Note

A higher resolution, frame rate and bit rate setting will offer you better video qudlit/jt will
also require more internet bandwidth and use more storage space on the hard disk drive.
H.265+ encoding technology is only available for certain models.
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SubStream

Substream is a second code that runs alongside the main stream. It allows you to reduce the
outgoing internet bandwidth without sacrificing your direct recording quality.

Substream is often exclusively used by apps to view live video. Users with limiegdet speeds
may benefit most from this setting.

Video Quality

Set the video quality as you desire. The higher video quality results in more storage space
requirement.

Configure Advaced Parameters

Steps

1. Go toStoragel'hScheduldhRecord
2. Checlenable Schedul® enable scheduled recording.
3. ClickAdvancedto set the advanced parameters.

Advanced Parameters

Record Audio:

Pre-Record: 5s
Post-Record: 5s

Stream Type: Main Stream
Expired Time (day): 5

Redundant Record/Capture
Figure 41 Advanced Record Settings

Record Audio
Enable or disable audio recording.

Prerecord

The time you set to record before the scheduled time or event. For example, when an alarm

triggers the recording at 10:00, and if you set the-pgeord time as 5 seconds, the camera
records at 9:59:55.
Postrecord

The time you set to record after the evieor the scheduled time. For example, when an
alarm triggered recording ends at 11:00, and if you set the-pastrd time as 5 seconds, it
records till 11:00:05.

Stream Type

Main stream and suistream are selectable for recording. When you selectstidsam, you
can record for a longer time with the same storage space.
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Expired Time
The expired time is period for a recorded file to be kept in the HDD. When the deadline is
reached, the file will be deleted. If you set the expired time to 0, the filewtlbe deleted.
The actual keeping time for the file should be determined by the capacity of the HDD.
Redundant Record/Capture

By enabling redundant record or capture you save the record and captured picture in the
redundant HDD.

4.1.2 Enable H.265 Stream Access

The device can automatically switch to the H.265 stream of IP camera (which supports H.265 video
format) for the initial access.
Go toCamerahMore SettingsihH.265 Auto Switch Configuratioto enable the function.

4.1.3 ANR

ANR (Automatic Network Replenishment) can automatically enable SD card of network camera to
save the video in the condition of network disconnection, and can synchronize data after the
network s recovered.
Before You Start
Ensure the network connection between your device and network cameras is valid and correct.
Ensure the network camera has been installed with an SD card.
Steps
1. Log in your device via web browser.
2. Go toConfigurationlhStoragel'hSchedule SettingehAdvanced Parameter
3. Checlenable ANR
4. Optional:For certain camera types, sAlNR Cycle
ANR Cycle

The camera would follow the time cycle to synchronize videos with the video recorder.
5. ClickOK

4.1.4 Manual Recording

You can cliciEl to manually start/stop recording videos at live view.

4.1.5 Configure Recording Schedule

The camera would automatically start/stop recording accordinth&configured recording
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schedule.

Before You Start

Ensure you have installed the HDDs to the device or added the network disks before storing the
video files, pictures and log files.

Before enablingviotion, Alarm, M | A (motion or alarm)M & A (motion and alarm), an&vent
triggered recording and capture, you must configure the motion detection settings, alarm input
settings and other events as well. RefeMGA Event Alarrfor details.

Steps
1. Go toStoragel'hScheduldhRecord
2. Select a camera.
3. CheclEnable Schedule
4. Select a recording type.
Cmtinuous
Scheduled recording.

Event
Recording triggered by all event triggered alarm.

Motion
Recording triggered by motion detection.

Alarm
Recording triggered by alarm.

M/A
Recording triggered by either motion detection or alarm.

M&A
Recording triggered by motion detection and alarm.

POS

Recording triggered by POS and alarm.
5. Drag the cursor on time bar to set the record schedule.
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Camera No. [D3] Camera 01

Enable Schedule []

Advanced
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Figure 42 Record Schedule

ClilNote

You can repeat the above steps to set schedule recording or capture for each day in the
week.
Catinuous recording is applied to each day by default.

6. Optional: Copy the recording schedule to other camera(s).
1) ClickCopy ta
2) Select camera(s) to duplicate with the same schedule settings.
3) ClickOK

7. ClickApply.

4.1.6 Configure Holiday Recording

You may want to have different pidor recording on holiday, this function allows you to set the
recording schedule on holiday for the year.

Steps

1. Go toSystemihHoliday:.
2. Select a holiday item from the list.
3. Click ' to edit the selected holiday.
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4. CheclEenable

Edit

Enable

Holiday M... Holiday1

Mode By Month -
Star Dale Jan - 1 =
End Date Feb - 8 -

Figure 43 Edit Holiday Settings

5. SetHoliday NameMode, Start Date andEnd Date
6. ClickOK

7. Set the schedule for holiday recording. RefeCtmfigure Recording Schedutar details.

4.2 Playback

4.2.1 Instant Playback

Instant playback enables the device to play the recorded video files recorded in the last five
minutes. If no video is found, it means there is no recording during the last five minutes.
After selecting the camera drive View you can move the cursor thé window bottom to access
the toolbar, and click to start instant playback.
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Figure 44 Playback

4.2.2 Play Normal Video

Go toPlayback select date and camera(s[1] [4] (] is the window division
shortcut for grouping cameras and playing videasu ¥an also select camera(s) from the list to
achieve simultaneous playback of multiple camera(s).

Position the cursor on playback window, and use the toolbar at the bottom to perform playback
operations. Refer t®layback Operabnsfor details.

CliNote

256x playing speed is supported.
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Channel

0EEGO®

[D1] IPCamera 01

Figure 45 Play Normal Video

4.2.3 Play Smart Searched Video

In smart playback mode, the device can analyze videos that containing motion, line, or intrusion
detection information, and mark them in red.

Go toPlayback clickSmart and thenclick motion detection; ), line crossing detectior ), or

intrusion detection _ ) in the toolbar at the bottom to play the video as your desire.

For certain cameras that have enabled human and vehicle of motion detection, you callick

or to search human and vehicle targets. When you are playing back videos that contain
human or vehicle targets, the device cannot use the videos (that contain human or vehicle targets)
to apply a double analysis of line crossing detect ) ¢r intrusion detection ).

2020 Oct

4 5 6 7 8 9

11 12 13 14 15 16

18 19 |20 |21 22 23

25 26 27 28 29 30

Custom Scarch

Figure 46 Paybacly Smart Search
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4.2.4 Play Custom Searched Files

You can play video by customized search conditions.

Steps

1. Go toPlayback

2. Select camera(s) from the list.

3. ClickCustom Searcht the lowerleft corner.

4. Select a search method. For exam@earch by Appearance

5. Set search conditions

6. ClickStart SearchThe search result list displays 1 channel.

7. ClickChannelo select a channel as your desire. It will display search results for the selected
channel.

8. Optional: Clicke to play a video.

9. Click « to lock a file. The locked file will not be overwritten.

10. Optioal: Export search results to a backup device.
1) Select file(s) in the search result list, or chBelect Alko select all files.
2) Clickexportto export the selected filejso a backup device.

lilNote

You can clickll to view export progress.
You can click v to return to search interface.

4.2.5 Play Tag Files

Video tag allows you to record information, such as people and locations of a certain time point,
during playback. You can use video tag(s) to search video files and position time point.

Add Tag Files

Steps

1. Go toPlayback

2. Search and play back the video file(s).
3. Click<’ to add the tag.

4. Edit the tag information.

5. ClickOK

EENote

Max. 64 tags can be added to a single video file.
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Play Tag Files

Steps

1. Go toPlayback

2. ClickCustom Searcht the lowerleft corner.

3. Clicksearch by Tag

4. Set search conditions, including time and tag keyword.

5. ClickStart SearchThe search result list displays 1 channel.

6. ClickChannelo select a channel as your desire. It will display search resultedm@elected

channel.
. Click ¢ to play a video.
8. Optional: Export search results to a backup device.
1) Select file(s) in the search result list, or ch8elect Alko select all files.
2) Clickexportto export the selected file(s) to a backup device.

lilNote

You can clicl to view export progress.
You can click v to return to search interface.

\‘

4.2.6 Play by Suberiods

The video files can be played in multiple qadriods simultaneously on the screen.

Steps

. Go toPlayback

. Clickt | at the lowekleft corner.

. Select a camera.

. Set the start time and end time for searching video.

. Select the different mulperiod at the lowefright corner, e.g., ®eriod.

E@Note

According to the defined number of spéitreens, the video files on the selected date can be
divided into average segments for playback. E.theife are video files existing between 16:00
and 22:00, and the-6creen display mode is selected, then it can play the video files for 1 hour
on each screen simultaneously.

a b wWwN -
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4.2.7 Play External Files

You can [ay files from external storage devices.
Before You Start
Connect the storage device with the video files to your device.

Steps

1. Go toPlayback
2. Click =1 at the lowetrleft corner.
3. Click P, or doubleclick the file to play it.

4.3 Playback Operations

4.3.1 Edit Video Clips

You can cut and export video clips during playback.

Steps

1. Go toPlayback

2. Click +¢ at the bottom toolbar.

3. Set the start time and end time. You can clickto set the time period, or set a timgegment
on time bar.

4. Click = to save the video clip to a storage device.

4.3.2 Configure Transcoded Playback

When your networkbandwidth is overloaded, and stuttering occurs in the remote playback-nain
stream image, the transcoded playback function may help to lower the live view network
bandwidth requirement and improve image fluency.

Steps

E@Note

This function is only available for certain models.

1. Go toSmart Analysi$hSmart EncodinghVirtual StreamlyTranscoded Playback
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Channe [D1] IPCamera 01

Enable Playba

Basic Settings  Advanced Settings

Resolution 1280 0 (HD720P

Bitrate Type

mage Quality Medium

Frame Rate 15 - fps
Max_ Bitrate M General

Max. Bit Rate 1024 - kbps
Video Encoding H.265 Pro

Figure 47 Transcoded Playback

2. Select a channel.
3. Turn orEnable Playback Compression
4. Cick Basic Settingo set the basic parameters, including resolution, bitrate, frame rate, etc.

EENote

The transcoded stream resolution should not be higher than the original stream resolution.

5. Optional: Cliclkkdvanced Settingso draw ROI (Region of Interest) areas.

ROI

ROl is an encodintechnology which helps to discriminate the interested region and the
background information in video compression. The interested region would be assigned with
more encoding resource to lossless compression while the background information will be
showedin lossy compression.

6. ClickApply.

What to do next
Use substream or transcoded stream to remotely view the playback image.

4.3.3 Thumbnails View

With the thumbnails view on the playback interface, you can conveniently locate the required
video files on the time bar.
In the playback mode, position the cursor on time bar to get preview thumbnails.
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Figure 48 Thumbnails View
You can click a thumbnail to enter the fatireen playback.

55



Network Video Recorder User Manual

Chapter 5 Picture Capture

lilNote

This chapter is only available for certain models.

5.1 Configure Parameters

The picture refers to the live picture captured in continuous or event recording.
You can edipicture parameters irfstoragelhScheduld hCapturelbAdvanced

Resolution

Set the picture resolution.
Picture Quality

Set picture quality to low, medium or high. Higher quality requires more storage space.
Interval

The live picture capture interval.

Cature Delay Time
The duration of capturing pictures.

5.2 Configure Capture Schedule

The device will automatically capture picture according to the schedule.

Before You Start
Ensure you have installed HDDs, or added network disks for storage.

Steps

1. Go toStoragel'hScheduld hCapture

2. Select a camera.

3. Set the picture capturschedule. Refer t€onfigure Recording Scheddta schedule setting
details.

5.3 Configure Holiday Capture Schedule

You can set the capture schedule on holidays of the year. Tloedecwill follow holiday capture
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plan as its capture priority during holidays.

Before You Start

Ensure you have installed HDDs, or added network disks for storage.
Steps

1. Go toSystem MyHoliday.

2. Select a holiday item from the list and cli

3. Checlenable

4. Edit holiday parameters, includingme, mode, and date.

Edit

Enable

Holiday M... Holiday1

Mode By Month -
Start Dale Jan - 1 <
End Date Feb - 8 -

Figure 51 Edit Holiday Settings

5. ClickOK
6. Set the holiday capture schedule. Refedonfigure Recording Schedutar schedule setting
details.
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Chapter 6 Event

6.1 Normal Event Allan

6.1.1 Configure Motion Detection Alarms

Motion detection enables the device to detect the moving objects in the monitored area and
trigger alarms.

Steps

1. Go toSystem'hEventifhNormal EventhMotion Detection.
2. Select a camera.

3. Checlenable

4. Set the motion detection rule.

For cameras have  CickDraw Areato draw the detection area(s) on the preview scree
human and vehicle  SetDetection TargetsHumanor Vehicleto discard alarms which
detection function.  are not triggered by human body or vehicle.

For cameras do not ClickFull screerto set the fullscreen as the detection area, or drag
have human and on the preview screen to draw the customized detection area.
vehicle detection

function.

5. SetSensitivity
Sensitivity
Sensitivityranges from 0 to 100. It allows you to calibrate how readily movanrggers the
alarm. A higher value results in the more readily to triggers motion detection.

6. Set the arming schedule. ReferGonfigure Arming Schedule
7. Set linkage actions. Refer @onfigure Linkage Actions

6.1.2 Configure Video Loss Alarms

Video loss detection detects video loss of a channel and takes alarm response action(s).

Steps

1. Go toSystemhEventlfhNormal EventhVideo Loss

2. Select a camera.

3. Checlenable

4. Set the arming schedule. ReferGonfigure Arming Schedule
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5. Set linkage actions. Refer@onfigure Linkage Actions

6.1.3 Configure Video Tampering Alarms

Video tanpering detection triggered an alarm when the camera lens is covered and takes alarm
response action(s).

Steps

1. Go toSystem'hEventifhNormal EventhVideo Tampering

2. Select @amera.

3. Checlenable

4. Set the video tampering area. Drag on the preview screen to draw the customized video
tampering area.

5. SetSensitivity(0-2). 3 levels are available. Thensitivity calibrates how readily movement
triggers the alarm. A higher value more readily triggers the video tampering detection.

6. Set the arming schedule. ReferGonfigure Arming Schedule

7. Set linkage actions. Refer@mnfigure Linkage Actions

6.1.4 Configure Sensor Alarms

Set the handling action of an external sensor alarm.

Steps

. Go toSystemlhEventihNormal EventhAlarm Input
. Select an alarm input item from the list and cli ¢

. Select the alarm input type.

. Edit the alarm name.

. SetSettingsasInput to enable the function.

EENote

If you setSettingsasNonuse the alarm input will be disabled. If you ss¢ttingsasOne-Key
Disarming the selected linkage method(s) of the alarm input will be disabled.

aa b wWwNPRE

6. Set the arming schedule. ReferConfigure Arming Schedule
7. Set linkage actions. Refer@mnfigure Linkage Actions
8. Optional: Set combined alarm. RefeiGQonfigure Combined Alarm

6.1.5 Configure Exceptions Alarms

Exception events can be configured to take the event hint in the Live View window and trigger
alarm output and linkage actions.

Steps
1. Go toSystemhEventlhNormal EventhException
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2. Optional: Enable the event hint to display it in the live view window.
1) CheclErmable Event Hint
2) Click:~> to select the exception type(s) to take the event hint.

Event Hint Settings

~'HDD Full

“JHDD Error

~INetwork Disconnected
~IIP Conflicted

~lllegal Login

~Video Signal Loss
~|Alarm Input Triggered

“ideo Tamper Detected

OK Cancel

Figure 61 Event Hint Settings
3. Select an exception type.

Enable Event Hint [/

Event Hint Config... <2

Exception Type HDD Full -

Figure 62 Exceptions Handling
4. Set the linkage actions. Refer@onfigure Linkage Actions

6.1.6 Flashing Light Alarm Output

After configuring flashing light alarm output, the camera flashigigtlcan be activated when an
alarm is triggered.

Before You Start

Ensure a camera with flashing light alarm function is connected.

Steps

1. Go toSystemhEventlhNormal EventhFlasing Light Alarm Output
2. Select a camera.
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3. SetFlashing Duratiorand Flashing Frequency

Flashing Duration
The time period the flashing lasts when one alarm happens.

Flashing Frequency

The flashing sped of the light.
4. Set arming schedule.
5. ClickSave

6.1.7 Audio Alarm Output

After configuring audio alarm output, the camera speaker can be activated when an event is
triggered.

Before You Start
Ensure a camera with audio alarm function is connected.

Steps

1. Go toSystemhEventfhNormal EventbAudio Alarm Output
2. Select a camera.

3. SetAudio TypeAlarm Timesand Sound Volume

4. Set arming schedule.

5. Clik Save

6.1.8 Configure Combined Alarm

Combined alarm combines events with alarm input. The combined alarm will be triggered when it
receives alarms from both alarm input and events. Event types include motteota®, video
tampering detection, and other smart events such as line crossing detection, intrusion detection,
etc.

Before You Start

Ensure the channel has been assigned with event alarm as your desire, and the alarm input has
been configured (refer t&onfigure Sensor Alarms

Steps

. Go toSystemlhEventihNormal EventhAlarm Input
. Select an alarm input item from the lemd click

. SelecBettingsasinput.

. ClickCombined Alarm

. Select a channel as your desire.

. SelecCombined Alarm Event

. ClickApply.

~NOoO o~ OWNPRE
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TilNote

The combined alarm arming schedule and linkage action are the same as the selected event(s).

Edit

Alarm Input No. Local<-1 - Type N.C
Alarm Name
Sellings Nonuse Input One-Key Dis...

Arming Schedule Linkage Action Combined Alarm

Select Channel [D4] IPCamera 04

Combined Alar.. Video Tampering
Motion
Face (Face Caplure)
Vehicle
Line Crossing
Intrusion

Region Entrance

Mnslnm il

Figure 63 Combined Alarm

6.2 VCA Event Alarm

The device supports receiving VCA detections bgrtonnected IP cameras. Enable and configure
VCA detection on the IP camera settings interface first.

E@Note

VCA detections must be supported by the connected IP camera.
Refer to the network camera user manual for detailed VCA detection instructions.
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6.2.1 Temperature Screening

After specified thermography cameras are connected, the device can display temperature
measurement results, and notify you with audio alert when normal or abnormal temperature is
detected.

Before You Start
Ensure your thermographgamera supports this function, and it is properly configured.

Steps

. Go toSystemlEventlfhSmart Event

. Select the optical channel of thermography camera.

. Clickace Capture

. Optional: ChecBave VCA Pictuite save the captured pictures of face detection.

. Set the arming schedule. ReferG@onfigure Arming Schedule

. Set linkage actions. Refer@mnfigure Linkage Actionsf you require to implement linkage
actions only when the thermography camera detects abnormal temperature, oNec&rmal
Body Temperaturen RuleSettings

lilNote

The abnormal temperature is detected and defined by the thermography camera.

OO, WNPE

7. ClickApply.

What to do next
You can checl& of Targetin live view to view detection results.
You can go t&ile ManagemenfbSmart SearclihSearch by Appearande search detection
results.

6.2.2 Transparent Transmission

Transparent transmission makes a large variety of events configurable, and the event alarms from
cameras can be directly transmitted. For events which are not listed in smart event, they will be
listed n the transparent transmission list. The list will only display events which the connected
cameras support. You can custom the event description as your desire. Transparent transmission
is configurable via web browser.

Before You Srt
Ensure you have correctly connected camera(s) that supports transparent transmission.

Steps

1. Go toConfigurationfhEventrbMore EventshTransparent Transmission Configuratiomhe
available events arlisted inEvent Description List
2. Clickremplate Listo export the template list file.
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TilNote

The template list is for reference only. It cannot be deleted or edited.

3. EditEvent Descriptioraccording to your camera and the template list.
Event Type
The event type shall be the same as your camera event.
Event Description

The event description can be customized. After the event type is reoegrnthe device will
display the event description as the event name.
4. Clicksave

What to do next
Go toConfigurationlbEventfhSmart EvenfhMore Eventsto configure events.

6.2.3 Hard Hat Detection

Hard hat detection detects people who are not wearing hard hats. You can configure the arming
schedule and linkage actions. Hard hat detection is configurable via web browser.

6.2.4 Face Capture

The face capture detects and captures faces appearing in the scene. Linkage actions can be
triggered when a human face is detected.
Steps

1. Go toSmart Analysi$hSmart Event &ttings hFacial Recognition
2. Click-ace Capture
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[ /Enable Face... Sensitivity 1

Arming Schedule  Linkage Action
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Figure 64 Face Capture

3. Select a camera monfigure.

4. Checlenable Face Capture

5. Optional: ChecBave VCA Pictur® save the captured pictures of face detection.
6. Set the detection sensitivity.

ClilNote

Sensitivity range: Fb]. The higher the value is, the easier faces will be detected.

7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set linkage actions. Refer@mnfigure Linkage Actions
9. ClickApply.

6.2.5 Line Crossing Detection

Line crossing detectionetiects people, vehicles, and objects crossing a set virtual line. The
detection direction can be set as bidirectional, from left to right or from right to left.

Steps

1. Go toSmart Analysi$bSmart Event S@ings lNpPerimeter Protection
2. Select a camera.
3. Click.ine Crossing
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Enable Line Crossing Detection

Area Settings Arming Schedule  Linkage Action

11-19-2019 Tue 16:

Arming Area 1

Direction A<->B

Sensitivity 1 == 100 S0

Target Human Vehicle

Draw Area Clear

Apply

Figure 65 Line CrossinBetection

4. Checlenable Line Crossing Detection
5. Optional: CheckBave VCA Pictut® save the captured pictures of line crossing detection.
6. Set the line crossing detection esland detection areas.

1) Select an arming area.

2) SelecDirectionasA<>B A->B or A<B.

A<>B
Only the arrow on the B side shows. When an object goes across the configured line with
both directions can be detected and alarms are triggered.
A->B
Only the object crossing the configured line from the A side to the B side can be detected.
B>A

Only he object crossing the configured line from the B side to the A side can be detected.
3) Set the detection sensitivity. The higher the value is, the more easily the detection alarm can
be triggered.
4) Cick Draw Region
5) Draw a virtual line in the preview window.
7. Optional: Draw the maximum size/minimum size for targets.

E@Note

Only the targés in the size ranging from maximum size to minimum size will trigger line crossing
detection.

1) ClickMax. SizéMin. Size
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2) Draw an area in preview window.
3) ClickStop Drawing

8. Optional: SeledDetection TargeasHumanor Vehicleto discard alarms which are not
triggered by human body or vehicle.

9. Set the arming schedule. ReferGonfigure Arming Schedule

10. Set linkage actions. Refer@onfigure Linkage Actions

11. ClickApply.

6.2.6 Intrusion Detection

Intrusion detection function detects people, vehicles or other objects that enter and loiter in a
pre-defined virtual region. Specific actions can be taken when an alarm is triggered.
Steps

1. Go toSmart Analysi$bSmart Event SettingBhPerimeter Protection
2. Select a camera.
3. ClicKntrusion.

Enable Intrusion Detection

Area Settings  Arming Schedule Linkage Action

Virtual Plane 1
Time Thre... 0 == 10 5
Sensitivity 1 == 100 50

Target Human Vehicle

P3591iT02 20041

Stop Drawing Clear

Figure 66 Intrusion Detection

4. Checlkenable Intrusion Detection
5. Optional: ChecBave VCA Pictur® save the captured intrusion detection pictures.
6. Set tle detection rules and detection areas.

1) Select a virtual panel. Up to 4 virtual panels are selectable.

2) SefTime ThresholdandSensitivity.

Time Threshold

The time an object lodr in the region. When the duration of the object in the defined
detection area exceeds the threshold, the device will trigger an alarm.
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Sensitivity

Sensitivity is the object size which is able to trigger an alarm. The higher the sensitivity is,
the moreeasily the detection alarm will be triggered.
3) Clickbraw Area
4) Draw a quadrilateral in the preview window.
7. Optional: Draw the maximum size/minimum size for targets.

lilNote

Only the targets in the size ranging from maximum size to minimum size will trigger Intrusion
detection.

1) ClickMax. SizéMin. Size
2) Draw an area in preview window.
3) ClickStop Drawing
8. Optional: SeledDetection TargeasHumanor Vehicleto discard alarms which are not
triggered by human body or velec
9. Set the arming schedule. ReferGonfigure Arming Schedule
10. Set linkage actions. Refer@onfigure Linkage Actions
11. ClickApply.

6.2.7 Region Entrance Detection

Region entrance detection detects objects that enter a predefined virtual region.
Steps

1. Go toSmart AnalysisfhbSmart Event SettingBhPerimeter Protection
2. Select a camera.
3. ClickRegion Entrance Detection
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Enable Region Entrance De..

Area Settings Arming Schedule Linkage Action

Arming Area 1
Sensitivity 1 = 100 50

Target .. Human ... Vehicle

P359iT02

Stop Drawing Clear

Apply

Figure 67 Region Entrance Detection
4. Checlenable Region Entrance Detection
5. Optional: ChecBave VCA Pictur® save the captured pictures aégion entrance detection
pictures.
6. Set detection rules and detection areas.
1) SelecArming Region

E@Note

Up to 4 regions are selectable.

2) SetSensitivity.
Sensitivity
The higher the value is, the easier the detection alarm will be triggered. Its rang208]0
3) Clickbraw Regionand draw a quadrilateral in the preview window.
7. Optional: Draw the maximum size/minimum size for targets. Only the targets in the size ranging
from maximum size to minimum size will trigger line crossieigction.
1) ClickMax. SizéMin. Size
2) Draw an area in preview window.
3) ClickStop Drawing
8. Optional: SeledDetection TargeasHumanor Vehicleto discard alarms which are not
triggered by human body or vehicle.
9. Set the arming schedule. ReferGonfigure Arming Schedule
10. Selinkage actions. Refer t8onfigure Linkage Actions
11. ClickApply.
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6.2.8 Region Exiting Detection

Region exiting detection detects objects that exitfra predefined virtual region.

Steps

1. Go toSmart Analysi$bSmart Event SettingBhPerimeter Protection
2. Select a camera.
3. ClickRegion Exiting

Enable Region Exiting Dete

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Sensitivity 1 = 100 50

Target .. Human ... Vehicle

P359iT02 2004

Stop Drawing Clear

Figure 68 Region Exiting Detection

4. Checlenable Region Exiting Detection
5. Optional: ChecBave VCARIctureto save the captured region exiting detection pictures.
6. Follow these steps to set the detection rules and detection areas.
1) SelecArming RegionUp to 4 regions are selable.
2) SetSensitivity. The higher the value is, the more easily the detection alarm will be triggered.
Its range is [AL0O].
3) Clickbraw Regiorand draw a quadrilateral in the preview window.
7. Optional: Draw the maximum size/minimum size for targets. Only the targets in the size ranging
from maximum size to minimum size will trigger line crossing detection.
1) ClickMax. SkeMin. Size
2) Draw an area in preview window.
3) ClickStop Drawing
8. Optional: SeledDetection TargeasHumanor Vehicleto discard alarms which are not
triggered by human body or vehicle.
9. Set the arming schedule. ReferGonfigure Arming Schedule
10. Set linkage actions. Refer@onfigure Linkage Actions
11. ClickApply.
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6.2.9 Vehicle Detection

Vehicle detection, available in the road traffic monitoring, is tend to deteetdassed vehicle on
the road, and capture its license plate at the same time.

Steps

1. Go toSmart Analysi$bSmart Event SettingBhVehicle Detection

2. Select a camera.

3. Clickvehicle

4. Checkenable Vehicle Detectian

5. Optional: ChecBave VCA Pictur® save the captured vehicle detection pictures.

6. Configure rules, includifyea SettingsPicture Overlay ContentandBlocklist and Allowlist

Area Settings
Up to 4 lanes are selectable.

Blocklist and Allowlist

You can export the file first to see its format, and edit it and import it to the device.
7. ClickApply.

ClilNote

Refer toNetwork Camera User Manuf@r detailed instructions for the vehicle detection.

8. Set the arming schedule. ReferGonfigure Arming Schedule
9. Set the linkage actions. ReferGonfigure Linkage Actions

6.2.10 Multr TargetType Detection

Multi-target-type detection enables the device to detect the faces, human bodies and vehicles
simultaneously in a scene.

Steps
. Go toSmart Analysi$bSmart Event SettingBhVideo Structuralization
. Select a camera.
. Checlenable MultiTargetType Detection
. Optional: ChecBave VCA Pictutte save the captured intrusion detection pictures.
. Set detection area.
1) ClickDraw Area
2) Adjust the red frame on the image to draw the detection area. It is full screen by default.
3) Clickstop Drawing
6. Set the arming schedule. Refer@mnfigure Arming Schedule
7. Set linkage actions. Refer@mnfigure Linkage Actions
8. ClickApply.

ga b wWNBRE
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6.2.11 Object Thrown from Building

This function can identify the event of throwing objects from building and identify the real target.

Before You Start
Ensure your camera supports thisittion.

Steps

1. Go toConfigurationfhVCAIHObject Thrown from Buildingia web browser.
2. Select a camera.

3. Checlenable Object Thrown from Building

4. ClickArea Settingsand click © to draw rule area.

lilNote

1. Click © to start drawing, left click each time on the screen to determine a vertex, right
click to stop drawing. The inside of the drawn polygon is the shielded area. If you make a
mistake, you can clic< and redraw.

2. Itis recommended to draw the detection area according to the outline of the building in
the screen.

5. EnterRule Name The default name is rule 1.
6. Set the detection paranters.
Sensitivity
Used to detect and filter object(s) that are definitely not thrown from the building. The higher
the value, the greater the possibility of a false alarm. Default value of 50 is recommended.
Detection Confidence
Used to detect suspicious object(s) in the detection area. The lower the value, the easier it is
to detect the object in the video and make a judgment. Default value of 50 is recommended.
Target Confidence

Used to determine if the target is a real objelstown from building. The lower the value, the
easier it is for a detected object in the video to be determined as an object thrown from
building, and the greater the likelihood of a false alarm. Default value of 50 is recommended.

E@Note

Default value is recommended at first. Adjustment can be made if false alarm is triggered
frequently during the operation. Target confidence is recommended to be adjusted initially, and
detection confidence is mmmended to be adjusted later if no sound detection results
provided. If still, there is no obvious effect, then adjust the sensitivity.

7. Clicksave
8. ClickArming ScheduleRefer toConfigure Arming Schedule
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9. ClickLinkage Method Refer toConfigure Linkage Actions
10. Configureshield Region

1) ClickShield Region

2) Draw the region.

lilNote

1. If there are parts of the screen (either within or outside the detection area) that do not
need to be detectd (such as an area where the light jumps from time to time or leaves
often drift by and trigger false alarms, etc.), you can draw it as a shield region.

2. Click © to start drawing, left click each time on the screen to determine a vertex, right
click to stop drawing. The inside of the drawn polygon is the shielded area. If you make a
mistake, you can clicl < and redraw.

3. 8 shield regions are supported.

11. Clicksave

6.2.12 Loitering Detection

Loitering detection is used toetiect whether a target stays within a specified area longer than the
set time and trigger alarm for linked actions.

Steps
1. Go toSmart Analysi$hSmart Event SettingBhOther Events

2. Select a camera.
3. ClicK_oitering Detection
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Enable Loitering Detection

Area Settings  Arming Schedule Linkage Action

Arming Area 1
Time Thres...1 s — 10 1

Sensitivity 1 ee— — 100 96

Draw Area Clear

Apply

Figure 69 Loitering Detection

4. Checlenable bitering Detection
5. Optional: ChecBave VCA Picturt® save the captured loitering detection pictures.
6. Set loitering detection parameters.

1) SelecArming Area

[ENote

Up to 4 areas are selectable.

2) SetTime Threshold

Time Threshold

The time of the target staying in the region. If the value is 10, an alarm is triggered after the
target has stayed ithe region for 10 s. Range:-[D].
3) SetSensitivity.
Sensitivity
Similarity of the background image to the object. The higher the value is, more easily the
detection alarm will be triggered.
7. Set he arming schedule. Refer @onfigure Arming Schedule

8. Set the linkage actions. ReferGonfigure Linkage Actions
9. ClickApply.
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6.2.13 People Gathering Detection

People gathering detection is used to detect whether the density of human bodies within a
specified area exceeds the set value and trigger alarm for linked actions.

Steps
1. Go toSmart Analysi$bSmart Event SettinghOther Events

2. Select a camera.
3. ClickPeople Gathering

~IEnable People Gathering D...

Area Seflings  Arming Schedule  Linkage Action

144444494494494444
03-06-2019 P HI= 20:18:28 Arming Area 1

Percentage 1 s = 100 1

Draw Area Clear

Apply

Figure 610 People Gathering Detection

4. Checlenable People Gathering Detection
5. Optional: ChecBave VCA Picturt® save the captured peopleathering detection pictures.
6. Set people gathering detection parameters.

1) SelecArming Area

[ENote

Up to 4 areas are selectable.

2) Clickbraw Areato draw a quadrilateral in the preview window by specifying four vertices of
the area.
3) SetPercentage

Percentge

The density of human bodies within the area. If it exceeds the threshold value, the device
will trigger alarm.
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7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

6.2.14 Fast Moving Detection

Fast moving detection is used totdet suspicious running and chasing, cgpeed, and fast
moving. It will trigger alarm when an object is moving fast and send notification to arming host so
that necessary actions can be taken in advance.

Steps
1. Go toSmart Analysi$bSmart Event SettinghOther Events

2. Select a camera.
3. Clickast Moving

Enable Fast Moving Detection

Area Seflings  Arming Schedule  Linkage Action

1444444444444
04-05-2019 FHHF 20:31:34 - Arming Area 1

Sensitivity 1 s— — 100 | 100

Draw Area Clear

Apply

Figure 611 Fast Moving Detection

4. Checlenable Fast Moving
5. Optional: ChecBave VCA Picturt® save the captured fast moving detection pictures.
6. Set fast moving dettion parameters.
1) SelecArming RegionUp to 4 regions are selectable.
2) Clickbraw Areato draw a quadrilateral in the preview window by specifying four vertices of
the area.
3) SetSensitivity.

Sensitivity
Similarity of the background image to the object. The higher the value is, more easily the
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detection alarm will be triggered.
7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

6.2.15 Parking Detection

Parking detection is used to detect parking violation in the area, applicable in expressway and one
way street.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickParking

Enable Parking Detection

Area Seftings  Arming Schedule  Linkage Action

14444494944994

03-06-2019 F M= 20:26:14 - Arming Area 1
Time Thres..5 == — 20 5
Sensitivity 1 == 100 100

Draw Area Clear

Apply

Figure 612 Parking Detection

4. Checlenable Parking Detectian
5. Optional: ChecBave VCA Picturie® save the captured parking detection pictures.
6. Set parking detection parameters.

1) SelecArming Area

E@Note

Up to 4 areas are selectable.

2) SetTime Threshold
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Time Threshold

The time of a vehicle staying in the region. If the value is 10, an alarm will be triggered after
the vehicle has stayed in the region for 10 s. Rang20]5
3) SetSensitivity.
Sensitivity
Similarity of the background image tioe object. The higher the value is, more easily the
detection alarm will be triggered.
7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Set the linkage aicins. Refer taConfigure Linkage Actions
9. ClickApply.

6.2.16 Unattended Baggage Detection

Unattended baggage detection detects the objects left overpnealefined region such as the
baggage, purses, dangerous materials, etc., and a series of actions can be taken when the alarm is
triggered.

Steps

1. Go toSmart Analysi$hSmart Event SettingBhOther Evens.
2. Select a camera.
3. ClickUnattended Baggage

_|Enable Unattended Baggag...

Area Seftings  Arming Schedule  Linkage Action

Arming Area 1

Time Thres...5| je——— m—— 3600 5

Sensitivity 1 se— w—— 100 50

Stop Drawing Clear

Figure 613 Unattended Baggage Detection

4. Checlenable Unattended Baggage Detection
5. Optional: ChecBave VCA Pictur® save the captured unattended baggage detection pictures.
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6. Set the detection rules and detectioreas.
1) SelecArming Area

liNote

Up to 4 areas are selectable.

2) Drag the sliders to s@ime Thresholdand Sensitivity.

Time Threshold

The time of the objects left in the region. If the value is 10, an alarm will be triggered after
the object is left and stayed in the region for 10 s. Rang€0[5
Sensitivity
Similarity of the background image to the object. The brghe value is, more easily the
detection alarm will be triggered.
3) Clickbraw Regiorand draw a quadrilateral in the preview window.

7. Set the arming schedule. ReferGorfigure Arming Schedule

8. Set linkage actions. Refer@mnfigure Linkage Actions

9. ClickApply.

6.2.17 Object Removal Detdon

The object removal detection function detects the objects removed from a predefined region,
such as the exhibits on display, and a series of actions can be taken when the alarm is triggered.

Steps

1. Go toSmart Analysi$hSmart Event SettingBhOther Events
2. Select a camera.
3. ClickObject Removable
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|Enable Object Removal Det...

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Time Thres...5  see— = 3600 5

Sensitivity 1 ss— — 400 [ 50

Draw Area Clear

Apply

Figure 614 Object Removal Detection

4. Checlenable Object Removable Detection
5. Optional: ChecBave VCA Pictur® save the captured object removable detection pictures.
6. Follow these steps to set the detection rules and detection areas.

1) SelecArming Area

ClilNote

Up to 4 areas are selectable.

2) Drag the sliders to s@ime Thresholdand Sensitivity.

Time Threshold

The time of the objects removed from the region. If the value is 10, alarm will be triggered
after the object disappears from the region for 10 s. Rang0[5
Sensitivity
The similarity degree of the background image. If the sensitivity is high, a very small object
taken from the region will trigger the alarm.
3) Clickbraw Areaand draw a quadrilateral in the preview window by specifying fourieest of
the detection region.
7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set the linkage actions. ReferGonfigure Linkagé\ctions
9. ClickApply.
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6.2.18 Audio Exception Detection

Audio exception detection detects abnormal sounds in the scene, such as a sudden
increase/decrease in sound intensity.
Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickAudio Exception

( Face Defection ) [ Vehicle ) ( Line Crossing ) Intrusion ) [Region Entrance) | Region Exiting | Unattended Ba.., (Object Removal)
- Defocus Sudden Scene ..} PIR Alarm

Camera [D1] IPCamera 01 - Save VCAPI...

Exception Deteclion  Arming Schedule  Linkage Action

[ Audio Loss Exception
Sudden Increase of Sound Intens....

Sudden Decrease of Sound Inten

Figure 615 Audio Exception Detection
4. Optional: ChecBave VCA Picturte save the captured audio exception detection pictures.
5. Set the detectio rules.
1) SelecException Detection
2) CheclkAudio Loss Exceptigrsudden Increase of Sound Intensity Detectj@nd/or Sudden
Decrease of Sound Intensity Detection
Audio Loss Exception
Detects a steep sound rise in the scene. Satsitivityand Sound Intensity Thresholébr
the steep sound rise.
Sensitivity
The smaller the value is, the more severely the change would trigger the detection. Range
[1-100].
Sound Intensity Threshold
It can filter the sound in the environment. The louder the environment sound is, the higher
the value should be. Adjust it according to the environment. Rang®Q].

Sudden Decrease of Sound Intensity Detection
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Detects a steegound drop in the scene. Detection sensitivityl{d0].
6. Set the arming schedule. ReferGonfigure Arming Schedule
7. Set the linkage actions. Refer@onfigure Linkage Actions
8. ClickApply.

6.2.19 Defocus Detection

Image blur caused by lens defocus can be detected.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickDefocus

[JEnable Sensitivity 1 s—— === 100 100

Arming Schedule  Linkage Action

. Continuous None -

0 2 4 3 8 10 12 14 16 18 20 22 24

. | | |
.
wee [ HIHENEEEEEEEENENEENENE.-.
w0
Fr N N O O O O B B
sat [N A B
sn [ HHEEEEEEEEEEEEENEEEEE-.

L)

[X]

=

(2]

L2

-l

Figure 616 Defocus Detection

4. Checlenable
5. Optional: ChecBave VCA Picturt® save the captured defocus detection pictures.
6. Set the detection sensitivity.

Sensitivity
Sensitivity range: F1LOO]. The higher the value is, the more easily the defocus image will be
detected.
7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Setthe linkage actions. Refer toonfigure Linkage Actions
9. ClickApply.
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6.2.20 Sudden Scene Change Detection
Scene change detection detects the changehefyideo security environment affected by external
factors, such as the intentional rotation of the camera.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Sedct a camera.
3. Clicksudden Scene Change

[_|Enable Sensitivity 1 e— = 100 50

Arming Schedule  Linkage Action

B continuous None -

0 2 4 6 8 10 12 14 16 18 20 22 24

v NN ERREEREENENNNNEEN.
w  [AHHEEEEEEEEEEEEEEEE .. -
wed NN I Y I O
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Fri HEEEEE .-
sot [N O I
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o
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Figure 617 Sudden Scene Change

4. Checlenable
5. Optional: ChecBave VCA Picturt® save the captured sudden scene change detection pictures.
6. Set the detection sensitivity.

Sensitivity
Ranges from 1 to 100, the higher the value, the more easily the chafrggene can trigger
the alarm.
7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Set the linkage actions. ReferGonfigure Linkage Actions
9. ClickApply.

6.2.21 PIR Alarm

A PIR (Passive Infrared) alarm is triggered when an intruder moves within the detector vision field.
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The heat energy dissaped by a person or any other warm blooded creature such as dogs, cats,
etc., can be detected.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickPIR Alarm

O Enable PIR Alarm

Arming Schedule  Linkage Action

. Continuous None -

0 2 4 6 8 10 12 14 16 18 20 22 24

.
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Figure 618 PIR Alarm

4. CheclPIR Alarm

5. Optional:CheckSave VCA Pictutt® save the captured of PIR alarm pictures.
6. Set the arming schedule. ReferGonfigure Arming Schedule

7. Set the linkage actions. ReferGonfigure Linkage Actions

8. ClickApply.

6.2.22 Thermal Camera Detection

The NVR supports the event detection modes of the thermal network cameras: fire and smoke
detection, temperature detection, temperature difference detection, etc.

Before You Start

Add the thermal network camera to your device and make sure the camera is activated.

Steps

1. Go toSmart Analysi$hSmart Event SettinghOther Events
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2. Select a thermal camera.

3. Optional: Checkave VCA Picturi® save the captured pictures of detection.
4. Select an event detection (Temperature Measurement Alarm, etc.).

5. Set the arming schedule. ReferGonfigure Arming Schedule

6. Set the linkage actions. ReferGonfigure Linkage Actions

7. ClickApply.

6.2.23 Queue Management

After connecting with queue management camera, you can set the arming schedule and linkage
action of quee management.

Before You Start
Ensure the recorder have connected with queue management camera.

Steps

. Go toSmart Analysi$bSmart Event SettingBhOther Events

. Select a queue management camera.

. Optional: ChecBave VCA Pictuite save the captured pictures of detection.

. Set the arming schedule. Refer to Chagenfigure Arnmg Scheduldor details.
. Set the linkage actions. Refer to Chaj@@enfigure Linkage Action®r details.

. ClickApply.

OO, WNE

6.3 Taget Detection

In live view mode, the target detection function can achieve smart detection, facial detection,
vehicle detection, and human body detection during the last 5 seconds and the following 10
seconds.

Steps

1. In live view mode, clickargetto enter the target detection interface.
2. Select different detection types: smart detectiom ), vehicle detectionf=}), facial detection
(&), and human body detectior:).

E@Note

1. To enable the detection of throwing objects from building, ensure smart detecmrhas
been checked. When the target is identified, the detected view will be displayed on the
left. Meanwhile, the lox will display the detected object. (If there is a suspicious target, the
parabola will turn green. If there is a real target and the alarm is triggered, the parabola
will turn red. )

2. For thermal cameras, the temperature measurement event is in smaeatien (u ), the
face capture and facial temperature measurement are in facial detecZ)n (
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3. Click = to set alarm configuration.
1) Select IP Camera(s) and IoT channel(s), and complete access control event display settings.

Display PogUp
Enable this functio, the popup including person type information, body temperature and
maskwearing status (optional) will be displayed once the alarm is triggered.

Mask Not Wearing Event
Temperature units including Celsius degree and Fahrenheit degree of the detacged t
are available. Enable this function, when the target does not wear mask, thepopl|
show yellow. Meanwhile, if the target has exceptional body temperature, theygpowill

turn red.
4. Select the historical analys © | or realtime analysis| %)) to obtain the results.

lilNote

The smart analysiesults of the detection are displayed in the list. Click a result in the list to
play the related video.

6.4 Configure Arming Schedule

Steps
1. ClickArming Schedule

2. Clickedit.
3. Select a day of the week and set the time period. Up to eight time periods can be set each day.

E@Note

Time periods cannot repeat or overlapped.
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Edit
Weekday Mon -
Start/End Time 00:00-24:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Copy Apply OK Cancel

Figure 619 Set Arming Schedule

4. You can clickopyto copy the current dagrming schedule settings to other day(s).
5. ClickApplyto save the settings.

6.5 Configure Linkage Actions

Alarm linkage actions will be activated when an alarm or exception occurs.

6.5.1 Configure Auteéswitch Full Screen Monitoring

When an alarm is triggered, the local monitor displays in full screen the video image from the
alarming channel configured for full screen monitoring. And when the alarm is triggered
simultaneously in several channels, you must configure the-awtitch dwell time.

[ENote

Auto-switch will terminate once the alarm stops and back to the live view interface.
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Steps

1. Go toSystean IHLive View hGeneral
2. Set the event output and dwell time.

Event Output
Select the output to show the event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show the alarm event screen. If alarms areregg
simultaneously in several channels, their&dreen images will be switched at an interval of
10 seconds (default dwell time).
3. Go to theLinkage Actiorinterface of the alarm detection (e.g., motion detection, video
tampering, face detection, etc.).
4. Select thd-ull Screen Monitoringlarm linkage action.
5. Select the channel(s) Trigger Channéfor full screen monitoring.

6.5.2Configure Buzzer

When an alarm is detected, the buzzer will make an audible beep.

Steps

1. Go toSystemlpLive ViewhGeneral

2. Checlenable Audio Output

3. Set the audio volume.

4. ClickApply.

5. Go toLinkage Actioninterface of the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).

6. SelecBuzzeras he alarm linkage action.

6.5.3 Notify Surveillance Center

The device can send an exception or alarm signal to the remote alarm host when an event occurs.
The alarm host refers to the PC installed with clientwafe (e.g., iVM&200, iVM$200).

Steps

1. Go toSystemhNetwork MlhAdvancedihMore Settings

2. Set the alarm host IP and alarm host port.

3. Go toLinkage Ation interface of the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).

4. SelectNotify Surveillance Center

6.5.4 Configure Email Linkage

The system caresd an email with alarm information to a user or users when an alarm is
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detected.

Steps

1. Go toSystemhNetwork MhAdvancedbEmail

2. Set the email parameters.

3. ClickApply.

4. Go to theLinkage Actionnterface of the alarm detection (e.g., motion detection, video
tampering, face detection, etc.).

5. SelecSend Emaialarm linkage action.

6.5.5 Configure Audio Alert

When an alarm is triggered, an audio file will be played as the linkage action. The audio file can be
customized. Refer tdudio Managementfor details.

Before You Start
Ensure the audio files are imported to the device.

Steps

ClilNote

This linkage action is only available for certain events.

1. CheclAudio Alertin Normal Linkage
2. Click:: to select audio file.

3. Select an audio file.

4. Set arming schedule.

5. ClickOK

6. ClickApply.

6.5.6 TriggeAlarm Output

The alarm output can be triggered by the alarm input, motion detection, video tampering
detection, face detection, line crossing detection, and any all other events.

Steps

1. Go toLinkage Actin interface of the alarm detection (e.g., motion detection, face detection,
line crossing detection, intrusion detection, etc.).

2. InTrigger Alarm Outputsrea, select the alarm output (s) to trigger.

3. @ to SystemhEventrhNormal EventrbAlarm Output

4. Select an alarm output item from the list.
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TilNote

If the device has 8 alarm outputs, the Ctrl 12V power is controlealdyyn output 9. Connect
positive pole to A of Ctrl 12V, and connect negative pole to B of Ctrl 12V. The power will be
turned on when the alarm output is triggered.

6.5.7 Configure Audio and Light Alarm Linkage

For certain network cameras, you can set the alarm linkage action as audio alarm or light alarm.

Before You Start

Ensure your camera supports audio and light alarm linkage.
Ensure the audio output and wohe are properly configured.

Steps

1. Go to the linkage action interface of the alarm detection (e.g., motion detection).
2. SetAudio and Light Alarm Linkages your desire.
3. ClickApply.

6.5.8 Configure PTZ Linkage

The system can trigger the PTZ actions (e.g., call preset/patrol/pattern) when the alarm event, or
VCA detection events occurs.

Before You Start
Make sure the connected PTZ or speed dome connected supports PTZ linkage.
Steps

1. Go toLinkage Actionnterface of the alarm input or VCA detection (e.g., face detection, line
crossing deection, intrusion detection, etc.).

2. Select thd®TZ Linkage

3. Select the camera to perform the PTZ actions.

4. Select the preset/patrol/pattern No. to call when the alarm everdsun.

EENote

You can set only one PTZ type for the linkage action each time.
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Chapter 7 loT

loT (Internet of Things) feature allows you to build connections between your video recorder and
loT devices, including access control and alarm devices. Video recorder will receive alarms from
connected l0T devices. You can configure linkage actionsigigering recording and full screen
monitoring, when loT alarm occurs.

7.1 Add an |oT Device

lilNote

Maximum number of 10T channel is the half of maximwstwork camera number of your video
recorder.

7.1.1 Add an Access Control Device

Add Hikvision alarm host and video intercom devices to receive alarms. You can configure linkage
actions like triggering recordirgnd full screen monitoring, when an alarm occurs.

Before You Start

Install access control devices. Ensure network communication between access control devices and
video recorder is well.

Steps

1. Go toBusiness ApplicatiombloTMAccess ContrdihDevice Management
2. ClickAdd.

Figure 71 Access Control

3. Enter access control device informati@evice IPPort, Transfer ProtocalUser Nameand
Passwordmust be the same with access control device
4. Optional: Checknable IoT Time Syms your desire.
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TilNote

All loT channels can be enabled/disabled with shortcuts.

1. Go toMaintenancelbSystem ServicEhMore Settings
ClickTime Sync ConfiguratigrselectEnable IoT Time Syme Disable 10T Time Syrio
enable/disable scheduled time sync for all IoT channels.

DeepinMind

LVIEW-NOW UPNP Reportng  Time Syne Configuration

Figure 72 l1oT Time Sync
This function is only available for the admin user.

5. ClickAdd.

7.1.2 Add an Alarm Device

Add darm devices of various manufacturers to receive alarms. You can configure linkage actions
like triggering recording and full screen monitoring, when an alarm occurs.

Before You Start

Install alarm devices. Ensure network communication between alarm devices and video recorder is
well.

Steps

1. Go toBusiness ApplicatiombloTHAlarm MDevice ManagemenfhAlarm Host
2. ClickAdd.
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o [

Figure 73 Alarm Device
3. Set alarm host device parameters.
4. Optional: ChecErable 10T Time Syn&s your desire.
1) Go toMaintenancelhSystem ServicEhMore Settings
2) Clickrime Sync ConfiguratigrselectEnableor Disableto enable/disable scheduled time
sync for all IoT channels.

TilNote

All 10T channels can only be enabled/disabled with shortcuts for the admin user.

5. ClickAdd.

7.1.3 Add Network Audio Device

Network audio devices can also be added to your recorder, and the audios can be recorded. If a
network camera does not have a pia, or the recorded audio is not useful, an audio device can
be linked with the camera to replenish the audio effect.

Before You Start

Ensure the network audio device is properly connected.

Steps

1. Go toBusiness ApplicatiomhloT MAudio MhDevice Management
2. ClickAdd.
3. Set the device parameters, including IP address, password, etc.

Link Network Camera

You can link the audio device to a network camera. After the linkage succeeded, the audio of
network camera would be replaced with this audio device.

4. ClickAdd.

5. Optional: Click® to play the reatime audio.

6. Optional: Click to edit device parameters.

7. Optional: Clicbeleteto play the delete the device.
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TilNote

If the network audio device has linked a netrk camera, after the audio device is deleted, the
recorder will store audio of the linked network camera itself.

7.2 Configure the Linkage Action and Arming Schedule

Configure the linkage actions and arming schedule for access control or alarm devices. Linkage
actions will be triggered when the designate alarm occurs.

Steps
1. Click « of an added loT device.
Config
Channel [[OT01] he+"200 - Name hé+*200 Device Type Hikvision Access Control Device

Event Configuration ~ OSD Display Configuration
Event Type Authentication Passed - Enable Copy to

Linkage Actlon  Arming Schedule

MNormal Linkage Trigger Alarm Output Trigger Channel

Full Screen Monltoring Local->1 D1

Audible Warning Local-=2
Motify Survelllance Cenler

Local->3

Send Email
Local->4

OSD Display
Local->5

Figure 74 Configure IoT

2. Selectvent Type The following configuration @nly valid for the selected event type.
3. Checlenable
4. Check linkage actions as your desire. For detailed steps, refamtigure Linkage Actions

E@Note

Full Screen Monitoringand OSD Displagre only valid for the selectetirigger Channel

5. ClickArming Schedule

6. Configure arming schedule. For detailed stepirr® Configure Arming Scheduléinkage
action is only valid during the set schedule.

7. ClickApply.
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7.3 Configure OSD

You can display alarm informatioaaeived from 10T devices on live view image.

Steps

1. Click « of an added loT device.

2. CheclOSD Displagn Event Configuration interface.
3. Selecilrigger Channel

4. ClickOSD Display Configuration

Channel  [IOT01] h6+'200 > Name h&+200 Device Type Hikvision Access Control Device

Event Configuration  OSD Display Configuration

Device Name Card No Event Name
Name ID No
Character Encod Latin-1(iso-8859-1)
Overiay Mode Page
Font Size Small Large
Font Color . [LI ﬂl | | [ l

Display for(s) B

TS

Figure 75 OSD Configuration

5. Select items, includirigevice NameCard No, Event NameName andID No, to display on
live view image. The items are only for access control devices.
6. Configure OSD properties.

Overlay Mode- Scroll
The OSD will automatically scroll to show the new alarm information.

Overlay Mode- Page
When the arrent OSD cannot show more alarm information, it will automatically turn to new
page.
Privacy Settings
Enter privacy information you want to mask. Masked privacy information will be replaced by
*, Privacy information includeSvent Device Card Name and ID.
7. Adjust the quadrilateral of yellow frame on the preview window to adjust loT OSD size and
position.
8. ClickApply.
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7.4 Configure Audio Parameters

After an network audio device is added, you can configure its parameters, including output
volume, sampling rate, DNR (digital noise reduction) level, etc.

Before You Start

Ensure you an audio device is added to your recorder, and¢hgork connection is valid.
Steps

1. Go toBusiness ApplicatiombloT HAudio MhAudio Parameters

Channel [MIC1] 12345678901234567890123
Name 12345678901234567890123456789C
Output Volume 0 ee— == 100 80
DNR Level 4

Audio Encoding AAC
Sampling Rate 32kHZ

Audio Stream Bi 64Kbps

Figure 76 Configure Audio Parameters

2. Set the parameters as your desire.
3. ClickApply.

7.5 Searchhe loT Record

Search alarms by time, by event type, or by channel.

Steps

1. Go to event record interface.
¢ Access control: Go tBusiness ApplicatiombloT MAccess ContrdlhCard Swping Record
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¢ Alarm device: Go tBusiness ApplicatiofbloT MAlarmISearch Data

Time Custom - 2019-05-18 00:00:00 2019-05-18 23:59:59
Channel [All] IOT Channel

Event Type All - Event Subtype All

Name Card No.

Figure 77 Search Event Record (Access Control)

Time Custom - 2019-05-19 00:00:00 2019-05-19 23:59:59
Channel [Al] IOT Channel
Main Type GJD Alarm Event - Sub Type All

Figure 78 Search Event Record (Alarm Device)
2. Specify search conditions.

E@Note

Name Card No. When card swiping event occurs, the access control device will upload card
name and card No. to video record. You can search event by card name or card No.

3. Clicksearch
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No. Event Type MName Card No. Card Type Time Event Source View
1 Time Sync. Event 05-18-2019 14:04:39 10701
2 Time Sync. Evenl 05-18-2019 14:05:39 1070
3 Time Sync. Event 05-18-2019 14:06:33 10701
4 Time Sync. Evenl 05-18-2019 14:07:39 10701
5 Time Sync. Event 05-18-2019 14:08:39 10701
6 Time Sync. Event 05-18-2019 14:09:35 10701
7 Time Sync. Evenl 05-18-2019 14:09:40 10701
8 Time Sync. Event 05-18-2019 14:10:39 10701
9 Time Sync. Evenl 05-18-2019 14:11:40 10701
10 Time Sync. Evenl 05-18-2019 14:12:40 10701
1" Time Sync. Evenl 05-18-2019 14:13:39 10701
12 Time Sync. Evenl 05-18-2019 14:14:40 10701
13 Time Syne. Event 05-16-2019 14:14:41 10701
14 Time Sync. Evenl 05-18-2019 14:15:40 10701
15 Time Sync. Event 05-18-2019 14:16:40 IoTo
16 Time Sync. Evenl 05-18-2019 14:17:40 10701
17 Time Sync. Evenl 05-18-2019 14:18:40 10701
18 Time Sync. Evenl 05-16-2019 14:19:40 10701
19 Time Sync. Evenl 05-18-2019 14:19:46 10701
20 Time Sync. Event 05-18-2019 14:20:40 10701
Tolal: 22 P: 11

Figure 79 Search Result (Access Control)

No, Channel Time Main Type Sub Type Slatus Data View

1 10703 05-18-2019 14:49:56 GJD Alarm Event PIR Detection alarm

Figure 710 Search Result (Alarm Device)

7.6 10T Video/Picture

Configure the event recording or capturing schedule for the selected trigger channel, the channel
will automatically record videos or capture pictures when I@Fra occurs.

7.6.1 Configure the Event Recording/Capturing

The video recorder can record videos or capture pictures when an loT alarm occurs.

Steps

1. Click =+ of an added loT device.

2. Select desireitvent Type

3. Checlenable

4. ChecKrigger Channgfou want to record event videos capture pictures when an alarm
occurs.
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Config

Channel [lOTO2] IOTO3 - MName 10703 Device Type GJD Alarm Device
Event Configuration  OSD Display Configuration
Event Type PIR Detection alarm - Enable Copy o

Linkage Actlon  Arming Schedule

Mormal Linkage Trigger Alarm Output Trigger Channel PTZ Linkage

Local>1 D1
Full Scresn Monitoring PTZ Linkage [D1] Camera 01
Audible WWarning Local-=2

Preset Mo.

MNotify Survelliance Cenler Locak>3

Patrol No
Send Email
Local->4

0OSD Display Pattern No
Local>5

Figure 711 Trigger Channel
5. ClickApply.
6. Configure the event recording or capturing schedule. Here we take the example of configuring
event recording to describe the steps.
1) Go toStoragel'hScheduldhRecord
2) SelecCamera Noand checkEnable ScheduleThe camera should be the camera you select
in step 4.
3) Select the recording type &vent
4) Drag the mouse on the time bar to set the event detection recording schedule. Refer to
Configure Recording Scheduls details.
5) ClickOK
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Camera No. [D1] Camera 01

Enable Schedule

B continuous [l Event

0 2 4 6 8

B wMotion B Alam

10

Bwma

12

14

16

M&A

18

None

20

22

24

vo EEEBEEEREEREETEEEEEEEEESERR
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Figure 712 Event Recording

Result

When an alarm occurs, the selected trigger channel will start event recording.

7.6.2 Search 1oT Video

Search |oT event triggered videos.
Steps

1. Go toFile Managenent 'hVideol'hSearch by Event

3

4

5

Advanced

Edit
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Time Today - 2020-11-25 00:00:00 2020-11-2523:59:59
Camera [All) Camera
Event Type All -

PIR Alarm

Fire Source Detection

Temperature Detection
Temperature Difference Detection
Regional People Queuing-Up
Waiting Time Detection

Human Body Detection

POS Event

Stranger Detection Alarm
Successful Face Picture Comparison
Failed Face Picture Comparison
Multi-Target-Type Detection
Temperature Measurement Pre-Alarm
Video Intercom Event

GJD Alarm Event

Luminite Alarm Event
Figure 713 Search Event Video
2. Set search conditions.
Camera
Select it as the selected trigger channels in 10T linkage action configuration.

Event Type

Select the desired IoT event.
3. Clickstart Search
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Chapter 8 Smart Report

8.1 People Counting

People counting calculates the number of people entering or leaving a certain configured area and
creates daily/weekly/monthly/annual reports for analysis.

Steps

1. Go toSmart Analysi$bSmart Reporf’bCounting
2. Select a camera.

3. Select the report type.

4. SetDateto analyze.

Heat Map
epori  Monthly Repor An port 25-08-2017

People Entered People Exited

2 3 4 5 L T 8 9 10 " 12 13 14 15 16 17 18 19 20 21 22 23 24

Figure 81 People Counting
5. Optional: ClickExportto export the report in Microsoft Excel format.

8.2 Heat Map

Heat map is a graphical reggentation of data. The heat map function is used to analyze how
many people visited and stayed in a specific area.

Before You Start

The function must be supported by the connected IP camera and the corresponding parameters
must beset.

Steps

1. Go toSmart Analysi$hSmart ReporihHeat Map
2. Select a camera.

3. Select the report type.

4. SetDateto analyze.
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A4 Counting

Camera [D1] IPCamera 01

Figure 82 Heat Map
. ClickCounting

ClilNote

As shown in the figie above, red color block (255, 0, 0) indicates the most trafficked area, and
blue color block (0, 0, 255) indicates the lpspular area.

The results will be displayed in graphics marked in different colors.
. Optional: ClickExportto export the statistics report in Microsoft Excel format.
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Chapter 9 Self.earning

After your camera has enabled stdtrning, the camera will learn the false alarm examples in the
seltlearning libraryWhen the amount of false alarm examples in the-gsdirning library is large
enough, the false alarms would be significantly reduced.

lilNote

The chapter is only available for M series and certain event types.
Ensure your camera supports and has enabled this function.

9.1 Add False Atan Pictures to Sel.earning Library

For certain event types, when you have found false alarms in target detection of live view or
searching results, you can add them in to-$edfrning library to reduce the reappearances of
these false alarms.

Before You Start

Ensure the event supports this function.

Ensure the false alarm pictures are generated by the camera that supportea®ling.
Steps

1. Find falsalarms inLive View'hTarget File ManagemenfhSmart Searchor the search
interfaces inSmart Analysis

2. Select false alarm pictures from searching results.

3. Clickmport to SelfLearning Library

Channel Target Pictt = Export Import to Se

D1 Select All

Figure 91 Add Examples to Selfearning Library

E@Note

For certanm types of search interfaces, you have to cl=:: to display the import button.
Do not import the correct alarm pictures of human/vehicle targets to thelsalfning library.
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4. Optional: Go t&mart Analysi$hAl TrainingfhSelfLearning Libraryo view or delete false
alarm examples.

9.2 Delete False Alarm Pictures in Ske#darning Library

You can view or delete false alarnctores in the selfearning library.

Steps

1. Go toSmart Analysi$bSeltLearning Library
2. Select false alarm pictures.
3. ClickDelete
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Chapter 10 File Management

10.1 Search Files

Specify detailed conditions to search videos and pictures.

Steps

1. Go toFile ManagementhVideo, or File ManagementhPicture

2. Select a search method. For examfearch by Appearan¢®r Search by Event

3. Specify detailed conditions, including time, camera, etc.

4. ClickStart Search

5. ClickChannelo select a channel as your desire. It will display the searching results of the
selected channel.

6. Optional: Click = or to switch view mode.

7. Optional: For videos, cliof or = in different view mode to lock a video. The locked video
will not be overwritten.

8. Optional: Export search results.
1) Select resultite(s) from the search result interface, or ch&dect Alko select all files.
2) Clickexportto export the selected file(s) to a backup device.

E@Note

You can clichll to view export progress.

You can click V to return to search interface.

10.2 Export Files

Export files for backup purposes to a USB device, or eSATA HDD.

Steps

1. Search files. Refer gearch Filefor details.

2. Select files.

3. Clickexport

4. Optional: For vehicle files, cheBlckup License Plate Statistics Infpexport license plate
statistics information later.

5. Select the file to export agideo and logand clickOK

6. Select the backup device and folder path.

7. ClickOK

106



Network Video Recorder User Manual

10.3 Quick Backup

All the videos can be backed up with a shortcut.

Steps

1. Go toFile ManagemenfthVideo.
2. Search video(s) by setting different conditions (appearance, event or tag).
3. ClickQuick Backup

DeepinMind

Search by Appearance  Search by Event  Search by Tag

BTN T

Figure 161 Quick Backup

10.4 Smart Search

10.4.1 Face Picture Search

Search by Face Picture Comparison Event

Search face picture by face picture comparison results.

Steps

1. Go toFile Manag@menthSmart SearclihFacelhSearch by Event
2. Set the start time and end time.

3. Select a channel.

4. Selectvent TypeasFace Picture Comparison

5. Clik Start SearchThe search result list displays 1 channel.
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6. ClickChannelo select a channel as your desire. It will display search results for the selected
channel.

What to do next
Refer toView Searching Result

Search by Appearance

Search face picture by appearance.

Steps

1. Go toFile ManagemenfhSmart SearclihFacelhSearch by Apearance

2. Set search conditions.

3. ClickStart SearchThe search result list displays 1 channel.

4. ClickChannelo select a channel as your desire. It will display search seguithe selected
channel.

What to do next
Refer toView Searching Result

View Searching Result

Double click a file to view the @kd video.
ClickExportto export the selected file(s) to a backup device. You can$étdct Alto select all
files.

EENote

You can clicll to view export progres¥.ou can click. ¥ to return to search interface.

10.4.2 Human Search

Search pictures by human body detection alarms.

Steps

1. Go toFile ManagemenfhSmart SearcliihbHumanlhSearch by Event

2. Set the start time and end time.

3. Select a channel.

4. Seleckvent TypeasHuman Body Alarm

5. ClickStart SearchThe search result list displays 1 channel.

6. ClickChannelo select a channel as your desire. itlwisplay search results for the selected
channel.

7. Optional: Export search results.
1) Select result file(s) from the search result interface, or clsst&ct Alko select all fes.
2) Clickexportto export the selected file(s) to a backup device.
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TilNote

You can clichll to view export progress.
You can click v to return to search interface.

10.4.3 Vehicle Search

You can search and view the matched vehiatéupes.

Steps

1. Go toFile ManagemenfhSmart SearcliihVehicle

2. Select a search method. For examflearch by Appearanc®r Search by Event

3. Select the IP camera for the vehicle search.

4. Set search conditions.

5. ClickStart SearchThe search result list displays 1 channel.

6. ClickChannelo select a channel as your siee. It will display searching results for the selected
channel.

7. Export search results.
1) Select result file(s) from the search result interface, or clsst&ct Alko select all files.

2) Clickexportto export the selected file(s) to a backup device.

E@Note

You can clickfl to view export progress.
You can click v to return to search interface.
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Chapter 11 Storage

11.1 Storage Device Management

11.1.1 Manage Local HDD

Configure HDD Group

Multiple HDDs can be managed in groups. Video from specified channels can be recorded onto a
particular HDD group through HDD settings.

Steps

1. Go toStoragel'hStorage Mode
2. SelecMode asGroup.

3. ClickApply.

4. Go toStoragel'bhStorage Device
5. Select a HDD.

f- Add £ nit Tolal Capacity 1863.03GB Free Space 1702.00GB

W Label Capacity Status Property Type Free Space Group Edit Delete

5 931.52GB Normal R Local 871.00GB 2 X

7 931.52GB Normal RMW Local 831.00GB 1 X

Figure 111 Storage Device
6. Click - to enter Local HDD Settings interface.
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Local HDD Settings

HDD No. 5
HDD Property * RW Read-only Redundan...
Group 1 @2 3 4 5 6 7 8

9 0 11 12 13 14 15 16

HDD Capacity 931.52GB

Figure 112 Local HDD Settings

7. Select a group number for the HDD.
8. ClickOK

E@Note

Regroup the cameras for HDD if thBBI group number is changed.

9. Go toStoragel'hStorage Mode

10. Select group number from the list.

11. Select related camera(s) to save videos and pictures on the HDD group.
12. ClickApply.

Configure the HDD Property
HDD property can be set as R/W, Reatly, or Redundant.

Before You Start
Set the storage mode to Group. For detaitgdps, refer taConfigure HDD Group
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Steps

1. Go toStoragel'hStorage Device
2. Click = of desred HDD.
3. Select HDProperty.

R/W
HDD supports both read and write.

Readonly
Files in reaebnly HDD will not be overwritten.

Redundant

Save the videos and pictures not only in the R/W HDD but also in the redundant HDD. It
effectively enhances the data safety and reliability. Ensure at least another HDD which is in
Read/Write status exists.

4. ClickOK

Configure the HDD Quota

Each camera or audio device can be configured with an allocated quota for storing videos,
pictures, or audios.

Steps

. Go toStoragel'hStorage Mode

. SelecMode asQuota.

. Select a device type.

. Select a device.

. Set the storage capacity for the quota.

. ClickCopy toto copy the quota settings of the current camera to other caaser
. ClickApply.

E@Note

When the maximum capacity is set to 0, devices will use the total HDD capacity for storing
files.
Reboot the video recorddo activate the new settings.

~NOoO o, WN PR

11.1.2 Add a Network Disk

You can add the allocated NAS or IP SAN disk to the device, and use it as a network HDD.

Steps

1. Go toStoragel'hStorage Device
2. ClickAdd.
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Custom Add

NetHDD NetHDD 1 ~

Type NAS v

NetHDD IP 120 .36 .2 . 39

NetHDD Directory /nas/device1/11| Search

OK Cancel

Figure 113 Add NetHDD

3. SelectNetHDDtype.

4. EnteNetHDD IRaddress and clicBearchto search the available NetHDD.

5. Select the desired NetHDD.

6. ClickOK

7. The added NetHDD will be displayeth@ HDD list. Select the newly added NetHDD and click
Init.

11.1.3 Configure Cloud Storage

The cloud storage function enables the device to upload videos to a cloud server. It may not only
save your local HDD stme space, but also let you access videos more conveniently. You can
enable cloud storage via web browser.

Before You Start

Ensure your device is properly connected to Internet, and you have the correct cloud storage
information.
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Steps
1. Go toConfigurationfhStoragel'bStorage ManagemenitbCloud Storage

[ Enable Cloud Storage

Protocol Version | Cloud2.0 Vl
Server IP 10.0.0.0
Server Port 0

Encryption Password |

|
|
Password | I
l
l

Picture Storage Pool ID [0

Test

Figure 114 Cloud Stoage

2. Checlkenable Cloud Storage
3. Set cloud storage server parameters.

EENote

Thereare multiple pools in a cloud storage server. A pool is like an HDD, it is used for store files.
Each pool has an ID, hence you have to get the pool ID from storage server.

4. ClickTestto test if parameters are valid.
5. ClickSave

11.1.4 Manage eSATA

E@Note

The eSATA function is only available for certain models.

Configure eSATA for Data Storage

When there is an external eSATA device connected to your video recorder, you can configure the
eSATA usage as data storage and manage the eSATA.

Steps
1. Go toStoragel'hAdvanced
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2. Select eSATWsageasExportor Record/Capture

Export
Use the eSATA for backup.

Record/Capture
Use the eSATA for record/capture. Refer to the following steps for operating instructions.

eSATA eSATA1 ~

Usage Record/Capture ~

Figure 115 eSATA Mode

What to do next

If eSATA usage is setRscord/Capture enter the storage device interface to edit its property or
initialize it.

Configure eSATA for Auto Backup

If you made an automatic backup plan, the video recorder will back up the local videos of 24 hours
ahead of the backup start time to eSATA.

Before You Start

Ensure the device has correctly connected with an external eSATA hard drive, and its usage type is
set asExport Refer toManage eSAT Aor details.

Steps

1. Goto Storagel'bAuto Backup
2. CheclAuto Backup
3. Set the backup start time Btart Backup at

E@Note

If the day experiences a failed backup, theéea recorder will back up the videos 48 hours
ahead of the backup start time in the next day.

D

. Select channels for backup.

. SelecBackup Stream Typas your desire.

. SelecODverwrite type.

¢ Disable When HDD is full, it will stop writing.

¢ Enable When HDD is full, it will continue to write new files by deleting the oldest files.
7. ClickApply.

o O1
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Backup Status
Current Status

Last Backup

Auto Backup Settings
Auto Backup

Start Backup at

Unplanned

Unplanned

0000

Select Channel(s) for Backup Select All
D1 D2 D3 D4 D3 Da D7 Da
D3 D10 D11 D12 D13 D14 D15 D16
D17 D18 D13 D20 D21 D22 D23 D24
D25 D28 D27 D28 D29 D3n D31 D32

Backup Stream Type Main Stream Sub-Stream e Dual-Stream

Backup to eSATA

Orwenwrite * Disahle Enahle

Figure 116 Configure eSATA for Auto Backup

11.1.5 Dynamically Adjust Recording Writing Buffer

Dynamically adjust recording iing buffer allows the device to adjust buffer memory dynamically

when bit rate exceeds limit.

Steps
1. Go toStoragel'hAdvanced

2. Checlbynamically Adjust Recording Writing Bufferavoid video loss when bit rate is higher

than 4 Mbps.
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DeepinMind

Storage Device

Enable HOD Sieopng
SSD Management . y
Save Camera VCA Data

Dynamically Adjust Recording

Figure 117 Dynamically Adjust Recording Writing Buffer

lilNote

This function will result in higher memory use. Restart the device after you enable/disable the
function.

11.2 Disk Array

A disk array is a data storage virtualization technology that combines multiple physical disk drives
into a single logical unit. Also known as a "RAID", an array stores data over multiple HDDs to
provide enough redundancy so that data can be recoveredafdisk fails. Data is distributed

across the drives in one of several ways called "RAID levels”, based the redundancy and
performance required.

[ENote

The functions in this section are only aval&afor certain models.

11.2.1 Create a Disk Array

The video recorder supports softwabased disk arrays. Enable the RAID function as required, and
ensure each HDD capacity is not less than 4 TB. If your desago more than 16 SATA

interfaces, a disk array can contain no more than 8 HDDs. If your device has 24 SATA interfaces, a
disk array can contain no more than 12 HDDs. Two ways are available for creating an array: one
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touch configuration and manual cogfiration.

OneTouch Creation

Onetouch configuration creates the disk array. By default, the array type created bjoach
configuration is RAID 5.

Before You Start

Install at least 3 BDs. If more than 10 HDDs are installed, 2 arrays will be created. To maintain
reliability and stability running of the HDDs, it is recommended to use of enterdgneé HDDs of
the same model and capacity.

Steps

. Go toStoragel'bAdvanced

. CheclEnable RAID

. ClickApply and reboot the device to have settings take effect.
. After reboot, go ttoragelhRAID SetuphPhysicaDisk

. ClickOnetouch Config

. EditArray Nameand clickOKto start configuring.

lilNote

If you install 4 or more HDDs, a hot spare disk foryareduilding will be created.

OO, WNPE

7. Optional: The video recorder will automatically initialize the created array. Gtotagel'h
RAID SetupbArrayto view the information of the created array.

Manual Creation

Manually create a RAID 0, RAID 1, RAID 5, RAID 6, or RAID 10 array.

Steps

1. Go toStoragel'hAdvanced

2. Checlenable RAID

3. ClickApply and reboot the device to have settings take effect.
4. After reboot, go t&StoragelhRAID SetuphPhysical Disk

5. CliciCreate
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Create Array

Array Name

RAID Level RAID 5 -
Initialization Type Initialize (Fast) ~
Physical Disk 1 2 5 9 10

Array Capacity (Estimated): 0GB
OK Cancel

Figure 118 Create Array
6. EnterArray Name
7. SelecRAID Leveds required.
8. Select the physical disks to constitute the array.

Table 111 The Required Number of HDDs

RAID Level The Required Number of HDDs
RAID 0 At least 2 HDDs.
RAID 1 At least 2 HDDs.
RAID 5 At least 3 HDDs.
RAID 6 At least 4 HDDs.
RAID 10 The number of HDD must be an even ranges from 4 to 16.

9. ClickOK

10. Optional: The video recorder will automatically initialize the created array. Gtotagel'h
RAID SetupbArrayto view the inbrmation of the created array.

Recording Schedule

Storage Device No. Name Free Space Physical Disk Hot Spare Status Level Rebuild  Delete  Task

oo
i

Raid Selup 1 Array01 3725/3725G 2510 Degraded RAID § X Rebuild(Running) 0%

Physical Disk

Firmware

Figure 119 Array List

119



Network Video Recorder User Manual

11.2.2 Rebuild an Array

The array status includes Functional, Degraded, and Offline. To ensure the high security and
reliability of the data stored in an array, take immediate and proper maintenance of the arrays
according its status.

Functional
No disk loss in the array.

Offline
The number of lost disks has exceeded the limit.

Degraded

If any HDD fails in the array, the array degrades. Restore it to Functional status by rebuilding the
array.

Configure a Hot Spare Disk

The hot spare 8k is required for the disk array automatic rebuilding.

Steps
1. Go toStoragelhRAID SetupbPhysical Disk
W No. Capacity ~ Array Type Status Model Hot Spare Task
1 1863.02GB Array01 Array Functional ST2000VX000-1CU164 None
2 2794.52GB Normal Functional ST3000VX000-9YW166 MNone
5 1863.02GB Array01 Array Functional ST2000VX000-1CU164 None
9 2794 .52GB Normal Functional ST3000VX000-1CU166 None
10 1863.02GB Array01 Array Functional ST2000VX000-1CU164 MNone

Figure 1110 Physical Disk
2. Click = of an available HDD to set it as the hot spare disk.

Automatically Rebuild an Aay

The video recorder can automatically rebuild degraded arrays with the hot spare disks.

Before You Start
Create hot spare disks. For details, refeConfigure a Hot Spare Disk

Steps
1. Go toStoragelhRAID SetupbArray.
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Recording Schedule

Storage Device No Name Free Space Physical Disk Hol Spare Status Level Rebuild  Delete Task

1 Array01 3725/3725G 2510 Degraded RAID 5 X Rebuild(Running) 0%

8 b

Rald Setup

Physical Disk

Firmware

Figure 1111 Array List

Manually Rebuild an Array

If no hot spare disks are configured, rebuild a degraded array manually.

Before You Start
At least one available physical disk must exist to rebuild an array.

Steps

1. Go toStoragelHhRAID SetupbArray.
2. Click - of the degraded array.
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Rebuild Array

Array Name Array01

RAID Level RAID 5

Array Disk 5 10
Physical Disk 2 9

o

Figure 1112 Rebuild Array
3. Select the available physical disk.
4. ClickOK
5. ClickOKon the pop up message box "Do not unplug the physical disk when it is under
rebuilding."
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Chapter 12 Hot Spare Device Backup

Video recorders can form an Nkhot spare system. The system consists of several working video
recorders and at least one hot spare video recorder. When a working video recorder fails, the hot
spare video recorder would switch into operation, which increases the reliability of thersyst

A bidirectional connection shown in the figure below is required to be built between hot spare
video recorder(s) and working video recorders.

Set hot spare Add working
- AN i & devices and other Finish
device _
hot spare devices

Figure 121 Building a Hot Spare System

ClilNote

Up to 32 working devices and 32 hot spare devices are allowed.
It is recommended to use all dees in a same model for compatibility. Contact your dealer for
details of models that support the hot spare function.

12.1 Set Working Device

Steps

1. Go toSysem 'hHot Spare
2. SetWork ModeasNormal Mode

E@Note

Normal Modeis set by default.

Work Mode Normal Mode
IP address of the hot spare device

Hol Spare Device Working Slalus Disconnecled

Note: Please configure hot spare relation in the hot spare device

Figure 122 Set Working Recorder
3. ClickApply.
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TilNote

Repeat the above steps to set other working devices.

12.2 Set Hot Spare Device

Hot spare device will take over working device tasks when working device fails.

Steps

1. Go toSystemllhHot Spare
2. SetwWork ModeasHot Spare Mde.

Work Mode Hot Spare Mode

Figure 123 Hot Spare

3. ClickApply.
4. Clickresin the popup. Your device will restart aoinatically.

lilNote

The camera connection will be disabled when the device works in hot spare mode.
It is highly recommended to restore the device defaults after switching the work mode of hot
spare devices to normal mode to ensure the normal operation afterward.

12.3 Manage Hot Spare System

Steps

E@Note

Up to 32 working devices and 32 hot spare devices are allowed in the hot spare system.
Only one hot spare device can add workdl&yices and other hot spare devices. You can find
the hot spare device IP address from working devices.

1. Go toSysteml'hHot Sparethrough the hot spare device.
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Work Mode Hot Spare Mode

Werking Device Setlings [ { Add < Delete

No. IP Address Connection Stalus Working Status Edit Delete

Hot Spare Device Setlings [ +~ Add X Delete

No IP Address Edit Delete

Figure 124 Add Working Device

2. ClickAdd in Working Device Settings® add working devices to the hot spare system.
After refreshing the interface, you can view the working status ofkmgy devices from the hot
spare device interface. Also, the working status and IP address of the hot spare device can be
viewed from working device interface.

Table 121 Working Status of Working Device

Working Status

Description

Monitoring

Working devices are working properly.

No need for backup

The working device goes offline and has
never been monitored before.

Backing up

The working device has been monitored
before but goes offline. A hot spare device
will take over the working device, and recor,
the videos of network cameras connected t
the working device. The video backup
function can be enabled for one working
device & a time.

Waiting for synchronization

The working device comes back online, ang
walits for the a hot spare device to sync
videos.

Synchronizing

The hot spare device is restoring videos ba
into the working device. The synchronizatio
function can be endbd for one working
device at a time.

Synchronization finished

Videos are restored back to the working
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Working Status Description

device. The work device is recovered.

3. ClickAdd in Hot Spare Device Settings add hot spare devices to the hot spare system.
4. Optional: Clicbeleteto delete working devices or hot spare devices as your desire.
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Chapter 13 Network Settings

13.1 Configure DDNS
You can set Dynamic DNS service for network access. Different DDNS modes are available:
DynDNS, PeanutHull, and N

Before You Start

You must register the DynDNS, PeanutHull, ofiRi®ervices with your ISP before configuring
DDNS settings.

Steps
1. Go toSystemhNetwork ThTCP/IFFHDDNS

TCPAP DDNS PPPoE NTP NAT

Enable

DDNS Type DynDNS - User Name test

xxxxxxxxxx

Server Address member.dyndns.org Password
Device Domain Name  1233dyndns.com

Status DDNS is disabled.

Apply

Figure 131 DDNS Settings

2. Checlenable

3. SelecDDNS Typeas DynDNS.

4. Enter Server Address for DynDNS (i.e., membardrayorg).

5. Under Device Domain Name, enter the domain name obtained from the DynDNS Website.
6. EntelUser Nameand Passwordregistered in the DynDNS Website.

7. ClickApply.

13.2 Configure PPPoE

If the device is connected to Internet through PPPOE, you need to configure user name and
password accordingly und&ystemhNetwork ThTCP/IFhPPPoE
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Contact your Internet service provider fdetails about PPPOE service.

13.3 Configure SNMP

You can configure SNMP (SNMP v2 and SNMP v3) settings to get device status and parameter
information via web browser. SNMP v3 adds cryptographic security to SRMRd provides
security with authentication and privacy.

Before You Start

Download the SNMP software to receive device information via the SNMP port. By setting the trap
address and port, the device is allowed to send alarm evamdisexception messages to the

center.

Steps

1. Go toConfigurationfpNetwork lhAdvanced SettingfhSNMPvia web browser.
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Figure 132 SNMP Settings

2. Enable SNMP v2 or SNMP v3 as your desire.
3. Set related parameters.

4. SetSNMP Port

5. ClicksSave
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